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1. Introduction and Summary of the Request for Quotes

This Request for Quotes (RFQ) is issued by the Police and Firemen’s Retirement System of New 
Jersey (PFRSNJ). The Contract will be awarded through the PFRSNJ website:
(https://www.nj.gov/pfrs/). 

1.1 Purpose, Intent, and Background 

The purpose of this RFQ is to solicit quotes (“Quotes”) for the purpose of selecting a qualified 
contractor (“Contractor”) to handle any or all Phases of the PFRSNJ trustee election process 
consistent with all statutory and regulatory requirements governing the election process, including but 
not limited to electronic delivery of the notice of election to employing locations (Phase I), verifying 
candidate nominations to assure compliance with the requisite number of valid PFRSNJ members 
(Phase II), printing of election packet materials, sorting (as described herein), mailing of election 
packets including postage (Phase III), and tabulation and certification of the results of the election 
(Phase IV).  

It is the intent of the PFRSNJ to award one contract (“Contract”) to that qualified bidder (“Bidder”) 
whose Quote, conforming to this RFQ, is most advantageous to the PFRSNJ price and other factors 
considered. The PFRSNJ may award any or all price lines. The PFRSNJ, however, reserves the right 
to separately procure individual requirements that are the subject of the Contract during the Contract 
term, when determined to be in the PFRSNJ’s best interest.   

The State of New Jersey Standard Terms and Conditions and Waivered Contracts/Delegated Purchase 
Authority Supplement to the State of New Jersey Standard Terms and Conditions (SSTCs) included 
with this RFQ will apply to all Contracts made with the PFRSNJ. These terms are in addition to the 
terms and conditions set forth in this RFQ and should be read in conjunction with them unless the 
RFQ specifically indicates otherwise.  

1.2 Order of Precedence of Contractual Terms 

The Contract awarded, and the entire agreement between the parties, as a result of this RFQ shall 
consist of: (1) the final RFQ, (2) SSTCs, and (3) the Quote. In the event of a conflict in the terms and 
conditions among the documents comprising this Contract, the order of precedence, for purposes of 
interpretation thereof, listed from highest ranking to lowest ranking as noted above.  

Any other terms or conditions, not included with the Bidder’s Quote and accepted by the PFRSNJ, 
shall not be incorporated into the Contract awarded. Any references to external documentation, 
including those documents referenced by a URL, such as without limitation, technical reference 
manuals, technical support policies, copyright notices, additional license terms, etc., are subject to the 
terms and conditions of this RFQ and the SSTCs. In the event of any conflict between the terms of a 
document incorporated by reference and the terms and conditions of the RFQ and the SSTCs, the 
RFQ and the SSTCs shall prevail. 

2. Pre-Quote Submission Information

The Bidder assumes the sole responsibility for the complete effort required in submitting a Quote and 
for reviewing the Quote submission requirements and the Scope of Work requirements. 

2.1 Question and Answer Period 

https://www.nj.gov/pfrs/
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The PFRSNJ will electronically accept questions and inquiries from all potential Bidders.  Questions 
should be directly tied to the RFQ and asked in consecutive order, from beginning to end, following 
the organization of the RFQ; and each question should begin by referencing the RFQ page number 
and section number to which it relates. 

A Bidder shall submit questions only to the PFRSNJ by email Courtney.Snedeker@pfrs.nj.gov. The 
PFRSNJ will not accept any questions in person or by telephone concerning this RFQ. The cut-off 
date for electronic questions and inquiries relating to this RFQ is indicated on the RFQ cover sheet. In 
the event that questions are posed by Bidders, answers to such questions will be issued by 
Addendum. Any Addendum to this RFQ will become part of this RFQ and part of any Contract 
awarded as a result of this RFQ. Addenda to this RFQ, if any, will be posted to the PFRSNJ website. 
https://www.nj.gov/pfrs/. 

2.2 Bid Amendments 

In the event that it becomes necessary to clarify or revise this RFQ, such clarification or revision will 
be by Bid Amendment. Any Bid Amendment will become part of this RFQ and part of any Contract 
awarded. Bid Amendments will be posted with the RFQ on the PFRSNJ website 
(https://www.nj.gov/pfrs/). There are no designated dates for release of Bid Amendments. It is the 
sole responsibility of the Bidder to be knowledgeable of all Bid Amendments related to this RFQ. 

3. Quote Submission Requirements

3.1 Quote Submission 

In order to be considered for award, the Quote must be received by the PFRSNJ by the required date 
and time indicated on the RFQ cover sheet. If the Quote opening deadline has been revised, the new 
Quote opening deadline shall be shown on the posted Bid Amendment. Quotes not received prior to 
the Quote opening deadline will be rejected. 

3.2 Bidder Responsibility 

The Bidder assumes sole responsibility for the complete effort required in submitting a Quote in 
response to this RFQ. No special consideration will be given after Quotes are opened because of a 
Bidder’s failure to be knowledgeable as to all of the requirements of this RFQ. The PFRSNJ assumes 
no responsibility and bears no liability for costs incurred by a Bidder in the preparation and 
submission of a Quote in response to this RFQ or any other pre-contract award costs incurred. 

3.3 Bidder Additional Terms Submitted with the Quote 

A Bidder may submit additional terms as part of its Quote. Additional terms are Bidder-proposed 
terms or conditions that do not conflict with the scope of work required in this RFQ, the terms and 
conditions of this RFQ, or the SSTCs. Bidder proposed terms or conditions that materially conflict 
with those contained the SSTCs will render a Quote non-responsive. It is incumbent upon the Bidder 
to identify and remove its conflicting proposed terms and conditions prior to Quote submission. 

3.4 Quote Content 

The Quote should be submitted with the attachments organized in following manner: 

• Forms

https://www.nj.gov/pfrs/
https://www.nj.gov/pfrs/
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• Technical Quote

• Price Quote

A Bidder should not password protect any submitted documents. Use of URLs in a Quote should be 
kept to a minimum and shall not be used to satisfy any material term of a RFQ. If a preprinted or 
other document included as part of the Quote contains a URL, a printed copy of the information 
should be provided and will be considered as part of the Quote. 

3.5 Forms, Registrations, and Certifications to be Submitted with Quote 

A Bidder is required to complete and submit the following forms.  

3.5.1 Offer and Acceptance Page 

The Bidder should complete and submit the Offer and Acceptance Page with the Quote. The Offer 
and Acceptance Page must be signed by an authorized representative of the Bidder. If a Bidder does 
not submit the form with the Quote, the Bidder must comply within seven (7) business days of the 
PFRSNJ’s request or the PFRSNJ may deem the Quote non-responsive. The Offer and Acceptance 
Page can be found in Attachment A1. 

3.5.2 Ownership Disclosure Form 

Pursuant to N.J.S.A. 52:25-24.2, in the event the Bidder is a corporation, partnership, or limited 
liability company, the Bidder must disclose all 10% or greater owners by: (a) completing and 
submitting the Ownership Disclosure Form with the Quote; (b) if the Bidder has submitted a signed 
and accurate Ownership Disclosure Form dated and received no more than six (6) months prior to the 
Quote submission deadline for this procurement, the PFRSNJ may rely upon that form; however, if 
there has been a change in ownership within the last six (6) months, a new Ownership Disclosure 
Form must be completed, signed, and submitted with the Quote; or, (c) a Bidder with any direct or 
indirect parent entity which is publicly traded may submit the name and address of each publicly 
traded entity and the name and address of each person that holds a 10 percent or greater beneficial 
interest in the publicly traded entity as of the last annual filing with the federal Securities and 
Exchange Commission or the foreign equivalent, and, if there is any person that holds a 10 percent or 
greater beneficial interest, also shall submit links to the websites containing the last annual filings 
with the federal Securities and Exchange Commission or the foreign equivalent and the relevant page 
numbers of the filings that contain the information on each person who holds a 10 percent or greater 
beneficial interest. N.J.S.A. 52:25-24.2. The Ownership Disclosure Form can be found in Attachment 
A2. 

A Bidder’s failure to submit the information required by N.J.S.A. 52:25-24.2 will result in the 
rejection of the Quote as non-responsive and preclude the award of a Contract to such Bidder. 

3.5.3 Disclosure of Investment Activities in Iran Form 

The Bidder should submit Disclosure of Investment Activities in Iran form to certify that, pursuant to 
N.J.S.A. 52:32-58, neither the Bidder, nor one (1) of its parents, subsidiaries, and/or affiliates (as 
defined in N.J.S.A. 52:32-56(e)(3)), is listed on the Department of the Treasury’s List of Persons or 
Entities Engaging in Prohibited Investment Activities in Iran and that neither the Bidder, nor one (1) 
of its parents, subsidiaries, and/or affiliate, is involved in any of the investment activities set forth in 
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N.J.S.A. 52:32-56(f). If the Bidder is unable to so certify, the Bidder shall provide a detailed 
description of such activities as directed on the form. If a Bidder does not submit the form with the 
Quote, the Bidder must comply within seven (7) business days of the PFRSNJ’s request or the 
PFRSNJ may deem the Quote non-responsive. The Disclosure of Investment Activities in Iran form 
can be found in Attachment A3.  

3.5.4 Disclosure of Investigations and Other Actions Involving Bidder Form 

The Bidder should submit the Disclosure of Investigations and Other Actions Involving Bidder Form, 
with its Quote, to provide a detailed description of any investigation or litigation, including 
administrative complaints or other administrative proceedings, involving any public sector clients 
during the past five (5) years, including the nature and status of the investigation, and, for any 
litigation, the caption of the action, a brief description of the action, the date of inception, current 
status, and, if applicable, disposition. If a Bidder does not submit the form with the Quote, the Bidder 
must comply within seven (7) business days of the PFRSNJ’s request or the PFRSNJ may deem the 
Quote non-responsive. The Disclosure of Investigations or Other Actions Involving Bidder Form can 
be found in Attachment A4. 

3.5.5 MacBride Principles Form 

The Bidder should submit the MacBride Principles Form. Pursuant to N.J.S.A. 52:34-12.2, a Bidder 
is required to certify that it either has no ongoing business activities in Northern Ireland and does not 
maintain a physical presence therein or that it will take lawful steps in good faith to conduct any 
business operations it has in Northern Ireland in accordance with the MacBride principles of 
nondiscrimination in employment as set forth in N.J.S.A. 52:18A-89.5 and in conformance with the 
United Kingdom’s Fair Employment (Northern Ireland) Act of 1989, and permit independent 
monitoring of their compliance with those principles. If a Bidder does not submit the form with the 
Quote, the Bidder must comply within seven (7) business days of the PFRSNJ’s request or the 
PFRSNJ may deem the Quote non-responsive. The MacBride Principles Form can be found in 
Attachment A5. 

3.5.6 Service Performance Within the United States 

The Bidder should submit a completed Source Disclosure Form. Pursuant to N.J.S.A. 52:34-13.2, all 
Contracts primarily for services shall be performed within the United States. If a Bidder does not 
submit the form with the Quote, the Bidder must comply within seven (7) business days of the 
PFRSNJ’s request or the PFRSNJ may deem the Quote non-responsive. The Source Disclosure Form 
can be found in Attachment A6. 

3.5.7 Confidentiality/Commitment to Defend 

Pursuant to the New Jersey Open Public Records Act (OPRA), N.J.S.A. 47:1A-1 et seq., or the 
common law right to know, Quotes can be released to the public in accordance with N.J.A.C. 17:12-
1.2(b) and (c).  

The Bidder should submit a completed and signed Confidentiality /Commitment to Defend Form with 
the Quote. In the event that the Bidder does not submit the Confidentiality form with the Quote, the 
PFRSNJ reserves the right to request that the Bidder submit the form after Quote submission.  

After the opening of sealed Quotes, all information submitted by a Bidder in response to a RFQ is 
considered public information notwithstanding any disclaimers to the contrary submitted by a Bidder. 
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Proprietary, financial, security, and confidential information may be exempt from public disclosure 
by OPRA and/or the common law when the Bidder has a good faith, legal/factual basis for such 
assertion.  

When the RFQ contains a negotiation component, the Quote will not be subject to public disclosure 
until a notice of intent to award a Contract is announced.  

As part of its Quote, a Bidder may request that portions of the Quote be exempt from public 
disclosure under OPRA and/or the common law. The Bidder must provide a detailed statement clearly 
identifying those sections of the Quote that it claims are exempt from production, and the legal and 
factual basis that supports such exemption(s) as a matter of law. The PFRSNJ will not honor any 
attempts by a Bidder to designate its price sheet, price list/catalog, and/or the entire Quote as 
proprietary and/or confidential, and/or to claim copyright protection for its entire Quote. If the 
PFRSNJ does not agree with a Bidder’s designation of proprietary and/or confidential information, 
the PFRSNJ will use commercially reasonable efforts to advise the Bidder. Copyright law does not 
prohibit access to a record which is otherwise available under OPRA.  

The PFRSNJ reserves the right to make the determination as to what material(s) to disclose in 
response to an OPRA request. Any information that the PFRSNJ determines to be exempt from 
disclosure under OPRA will be redacted.  

In the event of any challenge to the Bidder’s assertion of confidentiality that is contrary to the 
PFRSNJ’s determination of confidentiality, the Bidder shall be solely responsible for defending its 
designation, and in doing so, all costs and expenses associated therewith shall be the responsibility of 
the Bidder. The PFRSNJ assumes no such responsibility or liability. 

In order not to delay consideration of the Quote or the PFRSNJ’s response to a request for documents, 
the PFRSNJ requires that the Bidder respond to any request regarding confidentiality markings within 
the timeframe designated in the PFRSNJ’s correspondence regarding confidentiality. If no response is 
received by the designated date and time, the PFRSNJ may release a copy of the Quote with the 
PFRSNJ making the determination regarding what material(s), if any, may be proprietary or 
confidential. The Confidentiality/Commitment to Defend Form can be found in Attachment A7. 

3.5.8 Subcontractor Utilization Plan 

Bidders intending to use Subcontractor(s) shall list all subcontractors on the Subcontractor Utilization 
Plan form.  

For a Quote that does NOT include the use of any Subcontractors, the Bidder is automatically 
certifying that, if selected for an award, the Bidder will be performing all work required by the 
Contract.  

If it becomes necessary for the Contractor to substitute a Subcontractor, add a Subcontractor, or 
substitute its own staff for a Subcontractor, the Contractor shall identify the proposed new 
Subcontractor or staff member(s) and the work to be performed. The Contractor shall forward a 
written request to substitute or add a Subcontractor or to substitute its own staff for a Subcontractor to 
the PFRSNJ for consideration. The Contractor must provide a completed Subcontractor Utilization 
Plan, a detailed justification documenting the necessity for the substitution or addition, and resumes 
of its proposed replacement staff or of the proposed Subcontractor’s management, supervisory, and 
other key personnel that demonstrate knowledge, ability, and experience relevant to that part of the 
work which the Subcontractor is to undertake. The qualifications and experience of the 
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replacement(s) must equal or exceed those of similar personnel proposed by the Contractor in its 
Quote. Any such request shall be subject to the approval of the PFRSNJ. The Subcontractor 
Utilization Plan Form can be found in Attachment A8. 

NOTE: No substituted or additional Subcontractors are authorized to begin work until the Contractor 
has received written approval from the PFRSNJ. 

3.5.9 Pay to Play Prohibitions 

Pursuant to N.J.S.A. 19:44A-20.13 et seq. (P.L. 2005, c. 51), the PFRSNJ shall not enter into a 
Contract to procure services or any material, supplies, or equipment, or to acquire, sell, or lease any 
land or building from any Business Entity, where the value of the transaction exceeds $17,500, if that 
Business Entity has solicited or made any contribution of money, or pledge of contribution, including 
in-kind contributions, to a candidate committee and/or election fund of any candidate for or holder of 
the public office of Governor or Lieutenant Governor, to any State, county, municipal political party 
committee, or to any legislative leadership committee during certain specified time periods.  

Prior to awarding any Contract or agreement to any Business Entity, the Business Entity proposed as 
the intended Contractor of the Contract shall submit the Two-Year Chapter 51/Executive Order 117 
Vendor Certification and Disclosure of Political Contributions form, certifying that no contributions 
prohibited by either Chapter 51 or Executive Order No. 117 have been made by the Business Entity 
and reporting all qualifying contributions made by the Business Entity or any person or entity whose 
contributions are attributable to the Business Entity. Failure to submit the required forms will 
preclude the award of a Contract under this RFQ.  

Further, the Contractor is required, on a continuing basis, to report any contributions it makes during 
the term of the Contract, and any extension(s) thereof, at the time any such contribution is made. The 
Two-Year Chapter 51/Executive Order 117 Vendor Certification and Disclosure of Political 
Contribution Form can be found in Attachment A9. 

3.5.10 Affirmative Action 

The intended Contractor and its named subcontractors must submit a copy of a New Jersey Certificate 
of Employee Information Report, or a copy of Federal Letter of Approval verifying it is operating 
under a federally approved or sanctioned Affirmative Action program. If the Contractor and/or its 
named subcontractors are not in possession of either a New Jersey Certificate of Employee 
Information Report or a Federal Letter of Approval, it/they must complete and submit the Affirmative 
Action Employee Information Report (AA-302). Information, instructions, and the AA-302 
application are available at: 

https://www.state.nj.us/treasury/contract_compliance/index.shtml. 

3.5.11 Executive Order 271 

 Pursuant to Public Law 205, Chapter 271, the Bidder must complete this Certification and Political 
Contribution Disclosure Form. This form must be completed at least ten (10) days prior to entering 
into a Contract for the services described in this RFQ. The Certification and Political Contribution 
Disclosure For Public Law 2005, Chapter 271 can be found in Attachment A10. 
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3.5.12 State of New Jersey Security Due Diligence Third-Party Information Security 
Questionnaire 

The Bidder shall complete and submit the State of New Jersey Security Due Diligence Third-Party 
Information Security Questionnaire (Questionnaire) with its Quote. This Questionnaire is designed to 
provide the State with an overview of the Bidder’s security and privacy controls to ensure that the 
Bidder will: (1) meet the objectives as outlined and documented in the Statewide Information 
Security Manual; and (2) comply with the security requirements as outlined in Section 6 – Data 
Security Requirements – Contractor Responsibility.  

The State has executed a Confidentiality/Non-Disclosure Agreement which is attached to the 
Questionnaire. The Bidder must countersign the Confidentiality/Non-Disclosure Agreement and 
include it with its submitted Questionnaire. No amendments to Confidentiality/Non-Disclosure 
Agreement are permitted.  

To the extent permissible under OPRA, the New Jersey common law right to know, and any other 
lawful document request or subpoena, the completed Questionnaire and supplemental documentation 
provided by the Bidder will be kept confidential and not shared with the public or other Bidders. The 
State of New Jersey Security Due Diligence Third-Party Information Security Questionnaire can be 
found in Attachment A11 . 

3.5.13 Business Registration 

In accordance with N.J.S.A. 52:32-44(b), a Bidder and its named Subcontractors must have a valid 
Business Registration Certificate (“BRC”) issued by the Department of the Treasury, Division of 
Revenue and Enterprise Services, prior to the award of a Contract. A copy of the current New Jersey 
Business Registration Certificate for the Bidder (and each subcontractor) must be submitted by the 
Bidder. Information and instructions for obtaining a BRC can be found at: 
https://www.nj.gov/treasury/revenue/gettingregistered.shtml.  

3.5.14 Non Involvement in Prohibited Activities in Russia and Belarus 

Pursuant to applicable state and federal law, a person or entity seeking to enter into or renew a 
contract with the PFRSNJ for the provision of goods or services shall certify that it is not identified 
on the U.S. Department of the Treasury’s, Office of Foreign Assets Control’s Consolidated Sanctions 
List.  Accordingly, the Bidder shall submit an updated Certification of Non-Involvement in Prohibited 
Activities. The Certification of Non-Involvement in Prohibited Activities can be found in Attachment 
A12. 

3.6 Technical Quote 

The Bidder shall describe its approach and plans for accomplishing the work outlined in the Scope of 
Work. The Bidder must set forth its understanding of the requirements of this RFQ and its approach 
to successfully complete the Contract. The Bidder should include the level of detail it determines 
necessary to assist the PFRSNJ’s Evaluation Committee in its review of the Bidder’s Quote. 

The Bidder shall set forth its overall technical approach and plans to meet the requirements of the 
RFQ in a narrative format. This narrative should demonstrate to the Evaluation Committee that the 
Bidder understands the objectives that the Contract is intended to meet, the nature of the required 
work, and the level of effort necessary to successfully complete the Contract. The narrative should 

https://www.nj.gov/treasury/revenue/gettingregistered.shtml
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demonstrate that the Bidder’s approach and plans to undertake and complete the Contract are 
appropriate to the tasks and subtasks involved.  

Mere reiterations of RFQ tasks and subtasks are strongly discouraged, as they do not provide insight 
into the Bidder’s approach to completing the Contract. The Bidder’s response to this section should 
demonstrate to the Evaluation Committee that the Bidder’s detailed plans and approach proposed to 
complete the Scope of Work are realistic, attainable, and appropriate, and that the Bidder’s Quote will 
lead to successful Contract completion. 

3.7 Contract Management 

The Bidder should describe its specific plans to manage, control, and supervise the Contract to ensure 
satisfactory Contract completion according to the required schedule. The plan should include the 
Bidder’s approach to communicate with the Contract Manager including, but not limited to, status 
meetings, status reports, etc. 

3.8 Contract Schedule 

The Bidder shall include a draft Contract schedule. If key dates are a part of this RFQ, the Bidder’s 
schedule should incorporate such key dates and should identify the completion date for each task and 
sub-task required by the Scope of Work. Such schedule should also identify the associated deliverable 
item(s) to be submitted as evidence of completion of each task and/or subtask. See Attachment B for 
a sample election timeline (“Timeline”) including sample key dates for an election. The Timeline for 
each election during the term of this Contract shall be created by the PFRSNJ and supplied to the 
Contractor on a case-by-case basis. 

The Bidder should identify the Contract scheduling and control methodology to be used and should 
provide the rationale for choosing such methodology. 

3.9 Organizational Experience 

The Bidder should include information relating to its organization, personnel, and experience, 
including, but not limited to, references, together with contact names and telephone numbers, 
evidencing the Bidder’s qualifications, and capabilities to perform the services required by this RFQ. 
The Bidder should include the level of detail it determines necessary to assist the Evaluation 
Committee in its review of Bidder’s Quote. 

3.10 Location 

The Bidder should include the address of where responsibility for managing the Contract will take 
place. The Bidder should include the telephone number and name of the individual to contact. The 
Bidder should also include the name and contact information for any of its employees working on the 
contract. 

3.11 Experience with Contracts of Similar Size and Scope 

The Bidder should provide a comprehensive listing of contracts of similar size and scope that it has 
successfully completed, as evidence of the Bidder’s ability to successfully complete services similar 
to those required by this RFQ. Emphasis should be placed on contracts that are similar in size and 
scope to the work required by this RFQ. A description of all such contracts should be included and 
should show how such contracts relate to the ability of the firm to complete the services required by 
this RFQ. For each such contract listed, the Bidder should provide two (2) names and telephone 
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numbers of individuals for contracting party. Beginning and ending dates should also be given for 
each contract. 

The Bidder must provide details of any negative actions taken by other contracting entities against 
them in the course of performing these projects including, but not limited to, receipt of letters of 
potential default, default, cure notices, termination of services for cause, or other similar 
notifications/processes. Additionally, the Bidder should provide details, including any negative 
audits, reports, or findings by any governmental agency for which the Bidder is/was the Contractor on 
any contracts of similar scope. In the event a Bidder neglects to include this information in its Quote, 
the Bidder’s omission of necessary disclosure information may be cause for rejection of the Bidder’s 
Quote by the State. 

The Bidder should demonstrate that each Subcontractor has successfully performed work on contracts 
of a similar size and scope to the work that the Subcontractor is designated to perform in the Bidder’s 
Quote. The Bidder must provide a detailed description of services to be provided by each 
Subcontractor. 

3.12 Financial Capability of the Bidder 

The Bidder should provide sufficient financial information to enable the PFRSNJ to assess the 
financial strength and creditworthiness of the Bidder and its ability to undertake and successfully 
complete the Contract. In order to provide the PFRSNJ with the ability to evaluate the Bidder’s 
financial capacity, and capability to undertake and successfully complete the Contract, the Bidder 
should submit the following: 

A. For publicly traded companies the Bidder should provide copies or the electronic location of the
annual reports filed for the two most recent years; or

B. For privately held companies the Bidder should provide the certified financial statement (audited
or reviewed) in accordance with applicable standards by an independent Certified Public Accountant
which include a balance sheet, income statement, and statement of cash flow, and all applicable notes
for the most recent calendar year or the Bidder’s most recent fiscal year.

If the information is not supplied with the Quote, the PFRSNJ may require the Bidder to submit it. If 
the Bidder fails to comply with the request within seven (7) business days, the PFRSNJ may deem the 
Quote non-responsive. 

A Bidder may designate specific financial information as not subject to disclosure when the Bidder 
has a good faith legal/factual basis for such assertion. The PFRSNJ reserves the right to make the 
determination to accept the assertion and shall so advise the Bidder. 

3.13 Price Quote 

The Bidder must submit a price quote and attach it to  this RFQ . 

Any price changes including hand written revisions or "white-outs" must be initialed. Failure to initial 
price changes shall preclude a Contract award from being made to the Bidder pursuant to N.J.A.C. 
17:12-2.2(a)(8).  

The Bidder shall provide an all-inclusive rate for each task, within each Phase, described in the RFQ. 
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The PFRSNJ reserves the right to perform or arrange for the performance of all or part the work in 
Phases I and II. Submitting a quote for any line does not guarantee work or volume. 

3.16  State of New Jersey Standard Terms and Conditions and Waivered 
Contracts/Delegated Purchasing Authority Supplement to the State of New Jersey 
Standard Terms and Conditions 

The State of New Jersey Standard Terms and Conditions and Waivered Contracts/Delegated 
Purchasing Authority Supplement to the State of New Jersey Standard Terms and Conditions and the 
related Certification can be found in Attachment A13. The Bidder must submit a Certification 
Accepting the Standard Terms & Conditions.  

3.17  Proof of Insurance  

The Contractor is required to secure and maintain in force for the term of the contract insurance as 
provided in Section 4.2 of the State of New Jersey Standard Terms and Conditions and Waivered 
Contracts/Delegated Purchasing Authority Supplement to the State of New Jersey Standard Terms 
and Conditions. The Bidder must submit proof of insurance (ACORD form) as provided in the State 
of New Jersey Standard Terms and Conditions and Waivered Contracts/Delegated Purchasing 
Authority Supplement to the State of New Jersey Standard Terms and Conditions.  

4. Scope of Work 

The following is a list of general requirements for this Contractor and Request for Quotes.  The 
Bidder shall have the ability to complete all four (4) Phases of each election as requested by the 
PFRSNJ.  

The PFRSNJ reserves the right to temporarily or permanently move the performance of any Phase(s) 
during an election cycle in-house, if it is determined by the PFRSNJ to be in the PFRSNJ’s best 
interests. The PFRSNJ will provide written notice a minimum of thirty (30) calendar days in advance 
of the commencement of a Phase if it is decided that the performance of a Phase will be performed in-
house. 

4.1 Phase I 

The PFRSNJ reserves the right to complete all or part of Phase I in-house. Upon request, the 
Contractor shall complete the requirements listed under Phase I.  

Phase I consists of:  

A. For active police and firm member elections: Contractor electronically mails (emails) notice to the 
certifying officer or appropriate fiscal officer of each employing agency, together with instructions as 
to who is to receive the notices; 

B. For retired member elections: Contractor mails notice to the member’s last known mailing address; 
and 

C. Contractor submits an invoice for payment of Phase I to be authorized by the PFRSNJ.  

4.1.1 Printing and Mailing Electronic Notices 

The PFRSNJ will provide an original form of a notice of election to the Contractor along with a 
certifying officer letter (for active police and fire only) at least nine (9) months prior to the expiration 
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of the term of the elected PFRSNJ trustee for active member-trustee positions and at least six (6) 
months prior to the expiration of a term of office for a retired member-trustee, or immediately upon 
the vacancy of a Board member.  

For active PFRSNJ members the Contractor shall: 

A. Receive all files created by the PFRSNJ which include employer name, address, certifying
officer’s name, telephone number, FAX number, internet address, pension location number,
check distribution number (if any) and summary totals of the number of eligible voters at each
employing agency;

B. Email election notices and certifying officer letter to each employing agency for distribution to
eligible active PFRSNJ members;

C. Include in the certifying officer letter that the employing agency shall acknowledge proper
distribution of the notice to its employees; and

D. Have an email address for an employing agency to acknowledge that an electronic copy was
sent.

For retired PFRSNJ members the Contractor shall: 

A. Receive all files provided by the PFRSNJ which include the retired member’s last known
mailing address; and

B. Mail the election notice to the last known mailing address of each of the retired members.

4.2 Phase II 

The PFRSNJ reserves the right to complete all or part of Phase II in-house. Phase II consists of the 
nomination process of the election as well as the certification of the nominations. 

4.2.1 Nomination Process 

A member who is seeking the nomination to be a candidate for an elected position shall prepare a 
written letter of interest to the Board Secretary who will verify the eligibility of a member to be a 
candidate. If the member qualifies the Office of the Board Secretary will provide to the qualifying 
member instructions regarding the nomination process. Each eligible PFRSNJ member has the ability 
to nominate one (1) potential candidate for their respective member group (police members, fire 
members, and retired members).  

Eligible active members shall have the ability to nominate only through an electronic secure website 
created by the Contractor. 

Eligible retired members shall have the ability to nominate both through an electronic secure website 
created by the Contractor or by paper petition. The PFRSNJ will receive all paper petitions and 
forward those petitions to the Contractor for certification. 

4.2.1.1 Electronic Nomination Process 

The Contractor shall have a secure nominations website in which all listed members can access and 
submit their nomination choices. Each member shall be given customized secure access to the 
nomination website and have the ability to view all nominations that have been collected. The 
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Contractor shall give the PFRSNJ access to the secure nominations website to be able to view all 
potential candidates and their verifying signatures. 

4.2.1.2 Paper Nomination Process 

All paper nominations are sent to the PFRSNJ. The PFRSNJ will forward all paper nominations to the 
Contractor for certification within ten (10) weeks prior to the distribution of ballots. Each paper 
petition form shall require the candidate’s name and employer, and the  social security number or 
pensions membership number of each petitioner. 

4.2.2 Validation of Nominations 

The Contractor shall validate all electronic and paper nomination forms. Approximately ten (10) 
weeks prior to distribution of ballots, the PFRSNJ will ensure the Contractor is sent an internet 
transmission, CD, or secure email containing each PFRSNJ members name, social security number, 
membership number, and date of birth for the validation check. Each validation consists of the 
following steps that the Contractor shall perform:  

A. Verify the petitioner’s name and pension membership number, date of birth, and social 
security number with the database file provided to the Contractor. All of those results shall be 
electronically recorded on a secure website;  

 

B. Validate all signatures to ensure the appropriate number of eligible active members has 
nominated the correct number of eligible candidates; and 

 

C. Ensure that a minimum number of nominations are received: 500 for active police members 
who are eligible to vote for the position, 300 for active fire members who are eligible to vote for 
the position, and 100 for retired members who are eligible to vote for the position.  

 

Upon completion of the verification process, the Contractor shall provide the PFRSNJ with a written 
report for each candidate of all validated petitioners names, membership numbers, and total number 
of nominations. The report shall include an exception list for all rejected nominations including the 
specific reason for the rejection. This report shall be sent via email to the PFRSNJ. 

4.2.3 Candidate Selection (One (1) Candidate Only) 

The PFRSNJ reserves the right to complete this step of the Phase in-house. The Contractor shall only 
complete this step upon request. 

If only one (1) candidate receives the required nominations for a position, the candidate shall be 
deemed elected to the position without balloting. The PFRSNJ staff will notify the Board and the 
Board will announce there was no contest as only one candidate qualified.  

4.3 Phase III 

Phase III consists of the election balloting process and procedures. The PFRSNJ will ensure the 
Contractor is provided the member files that include member names, fund, member number, date of 
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birth, social security number, pension employer location number or payroll number, and check 
distribution number. 

The Contractor shall: 

A. Review all employer and member data the PFRSNJ will ensure is supplied;

B. Submit a sample election ballot output that the PFRSNJ will review;

C. Provide the PFRSNJ with a test of the electronic ballot procedures at least two (2) weeks prior
to the distribution of the actual election packets. The PFRSNJ will proofread and make all edits to
the test sample during this stage;

D. Print all election materials needed for distribution which include member’s names, member’s
pension number (confidential and shall not be visible on the postage paid or on the self-sealed
return mailer), location number, ballot control number, PIN number, and specified distribution
code for sorting locations on the outside of potion of the mailer;

E. For active police or fire members:

i. Mail active police or fire member PFRSNJ election packets and transmittal
letters to the certifying officers at each employing location, sorted and distributed
as described in the method listed in this specification;

ii. Certify to the PFRSNJ that the distribution of all election materials to the
certifying officer at each employing location has been completed;

F. For retired members:

i. Mail eligible retired member PFRSNJ election packets and instruction letters to each
eligible retired voter;

ii. Certify to the PFRSNJ that the distribution of all election materials to retired members
has been completed;

G. Follow-up at least twice (if necessary) with employing locations that have not emailed a
response regarding the certification of distribution of election packets or have not cast votes from
that location. The Contractor must provide the PFRSNJ with a mid-election report that will list
the location names and numbers of all employers that have certified the distribution of election
packets and a separate list of those location that have not certified the distribution of election
packets. The results of the Contractor’s follow-up must be included in the mid-election report;

H. Produce replacement election packets for lost or missing election packets upon request of the
PFRSNJ;

I. For active police or fire members:

i. distribute all individual member election packets to the employing locations and
sorted via first- class mail or an express mail service by the dates listed on the
Timeline provided by the PFRSNJ to the Contractor. The boxes or packets to
employers must clearly indicate on the outside packet that the materials contain
important time sensitive Board of Trustee election materials and must be distributed
immediately. The employer is responsible for the distribution of the active member
election packets to the eligible member voters;



15 
 

 
J. For retired members: 

 
i.  distribute to each eligible retired voter an election packet. 

 
K. Each election packet (for both active and retired members) must contain the following:  

1. The eligible member’s name, pension membership number, pension location number (for 
active members only), ballot number, and personal identification number (“PIN”); and 

2. The name of each candidate nominated including a biographical sketch listing the 
candidate’s background and employer for active members or former employer for retired 
members; and 

3. The closing date of the election; and  

4. Instructions containing information on how to properly cast a vote through one (1) of the 
means listed below. This will include a notification that shall advise the member that 
mutilated ballots, illegible ballots, ballots with write-in votes, ballots with multiple votes for 
one (1) position, or ballots where it can not be determined for whom the member intended to 
vote shall be declared invalid and not considered in the final election count; 

5. There will be instructions on how to use the member’s personal identification number 
(PIN). The instructions must also provide members with a statement regarding the 
confidentiality, and security used by the Contractor to protect the election process against 
fraudulent and/or multiple voting; and  

6. The election packet will provide a designated space for members to record a confirmation 
number, which will be provided to the member by the Contractor upon completion of an 
electronic vote. Informational data about the election process must be provided, including 
that the first vote cast by the member will be counted as the official vote and all subsequent 
votes will be rejected; the last date to cast a vote; and the candidate collecting the plurality of 
all eligible votes will be deemed the winner of the election, subject to final approval by the 
PFRSNJ Board of Trustees.  

L. Allow two methods of voting for active police and fire members and three methods of voting 
for retired members:  

1. Toll-free telephone voice retrieval system- electronic vote;  

2. Secure Internet site (provided by the Contractor); and  

3. For retired members only, paper ballot (using bar code system, postage-paid, self-
sealed, return mailer).  

M. A transmittal letter must be enclosed with every employer packet which will require the 
certifying officers of each employing location to electronically certify that the election packets 
were received and distributed to active employees, and all non-distributable ballots (i.e., 
employee transferred, terminated, or retired) are properly discarded by the certifying officer at the 
employing locations;  
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N. Monitor that each employing location electronically verifies that they have distributed the 
election packets in accordance with NJ State statutes and regulations;  

O. Report the results to the PFRSNJ at the time of the mid-election report and final certification;  

P. Conduct written follow-up with the employing location at least twice (as necessary), and 
record the results as mentioned above; and  

Q. All misprints and over prints shall not be charged to the PFRSNJ.  

 For retired member ballots, the PFRSNJ Board of Trustees reserves the right to assess the 
percentage of returned votes after the conclusion of each election and determine based upon an analysis of 
the frequency of use of paper ballots versus the cost of providing paper ballots whether or not paper ballot 
should continue to be incorporated in the election packet in future elections. The Secretary shall notify the 
Contractor handling the next election of the Board’s decision regarding the inclusion of the paper ballot in 
the initial election packet. If the Board determines paper ballots shall no longer be included in the initial 
election packet members who cannot cast an electronic ballot may contact the Contractor to request a 
paper ballot. Members shall provide the Contractor with their proper ballot and pension numbers and 
home address. Upon proper request by an eligible voter, Contractor shall mail a paper ballot to the voter’s 
home address, together with instructions for casting the ballot, biographical information about the 
candidates, a postage-paid return envelope, and a notification that shall advise the member that mutilated 
ballots, illegible ballots, ballots with write-in votes, ballots with multiple votes for one (1) position, or 
ballots where it cannot be determined for whom the member intended to vote shall be declared invalid 
and not considered in the final election count. 

4.4 Phase IV 

Phase IV consists of the validation and certification of all election results. The Contractor must 
complete the following: 

A. Validate votes cast by eligible PFRSNJ members. The members voting through electronic 
means (telephone and Internet) will be given a confirmation number by the Contractor upon 
completion of a valid electronic vote; 

B. Provide bi-weekly updates to the PFRSNJ regarding the overall status of the election returns. 
A mid-election listing of any employer location for which no ballots have been received by 
Contractor. Additionally, the report must indicate which employing locations have and which 
have not acknowledged distribution of the election packets after the required Contractor follow-
up. The list should include verification of the locations with votes cast in one (1) or more of the 
three (3) methods as denoted in Phase III; 

C. Count all paper ballots (for retired members only); 

D. Not count and/or validate all ballots that are incorrectly completed or mutilated; 

E. Count only ballots received on time according to the deadlines shown in the Timeline; 

F. Perform a tabulation of electronic votes and/or paper ballots; and 

G. Report of the final certification of results by 4:00PM EST on the dates according to the 
Timeline and must contain the following information: 

1. The parties to the Contract; 
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2. The service performed in connection with the Contract;

3. The date of the original distribution of election packets;

4. The total number of all election packets distributed;

5. Sample paper ballot;

6. The results of certifications collected from employing locations;

7. The total number of replacement packets mailed;

8. The total number of electronic votes, and paper ballots received;

9. The total number of electronic votes, and paper ballots rejected, and the corresponding
reasons;

10. The time and date of the receipt deadline for all electronic votes, and paper ballots;

11. The results of votes cast for each candidate;

12. The total number of votes received from each employing location; and

13. Verification that the total number of electronic votes matches the number of confirmation
numbers assigned.

All certified ballots must be sent to the PFRSNJ within thirty (30) calendar days following the 
certification of the results of the election. At least fifteen (15) physical copies of the certified election 
results must also be sent to the PFRSNJ. 

4.5 Payment 

Following the completion of each Phase of the PFRSNJ election process performed by the Contractor, 
the Contractor shall submit an invoice to the PFRSNJ. The Contractor shall be paid the applicable all-
inclusive task rate following the completion of each Phase. 

Payment for the voting Phase is dependent on the percentage of votes received. If over 60% of the 
vote is received, the Contractor will be paid at a higher rate according to the price quote. 

The Contractor shall be paid for postage of all mailings at the applicable federal postage rate. The 
Contractor must notify the PFRSNJ at least thirty (30) days prior to a government-imposed increase 
on postage. The PFRSNJ will adjust all postage pricing to match the government-imposed increase on 
postage upon notification. 

5. General Contract Terms

The Contractor shall have sole responsibility for the complete effort specified in this Contract. 
Payment will be made only to the Contractor. The Contractor is responsible for the professional 
quality, technical accuracy, and timely completion and submission of all deliverables, services, or 
commodities required to be provided under this Contract. The Contractor shall, without additional 
compensation, correct or revise any errors, omissions, or other deficiencies in its deliverables and 
other services. The approval of deliverables furnished under this Contract shall not in any way relieve 
the Contractor of responsibility for the technical adequacy of its work. The review, approval, 
acceptance, or payment for any of the deliverables, goods, or services shall not be construed as a 
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waiver of any rights that the PFRSNJ may have arising out of the Contractor’s performance of this 
Contract. 

5.1 Contract Term and Extension Option 

The base term of this Contract shall be for a period of three (3) years. 

This Contract may be extended up to two (2) years with no single extension exceeding one (1) year, 
by the mutual written consent of the Contractor and the PFRSNJ at the same terms, conditions, and 
pricing at the rates in effect in the last year of this Contract or rates more favorable to the PFRSNJ. 

5.2 Contract Transition 

In the event that a new Contract has not been awarded prior to the expiration date for this Contract, 
including any extensions exercised, and the PFRSNJ exercises this Contract transition, the Contractor 
shall continue this Contract under the same terms, conditions, and pricing until a new Contract can be 
completely operational. At no time shall this transition period extend more than 180 calendar days 
beyond the expiration date of this Contract, including any extensions exercised. 

 

6. Data Security Requirements- Contractor Responsibility 
 

6.1 Security Plan 

The Contractor shall submit a detailed Security Plan that addresses the Contractor’s approach to 
meeting each applicable security requirement outlined below, to the PFRSNJ, no later than thirty (30) 
calendar days after the award of the Contract. The PFRSNJ approval of the Security Plan shall be set 
forth in writing. In the event that the PFRSNJ reasonably rejects the Security Plan after providing the 
Contractor an opportunity to cure, the PFRSNJ may terminate the Contract pursuant to the SSTC. 

6.2 Information Security Program Management 

The Contractor shall establish and maintain a framework to provide assurance that information 
security strategies are aligned with and support the PFRSNJ’s business objectives, are consistent with 
applicable laws and regulations through adherence to policies and internal controls, and provide 
assignment of responsibility, in an effort to manage risk. Information security program management 
shall include, at a minimum, the following: 

A. Establishment of a management structure with clear reporting paths and explicit responsibility 
for information security; 

B. Creation, maintenance, and communication of information security policies, standards, 
procedures, and guidelines to include the control areas listed in sections below; 

C. Development and maintenance of relationships with external organizations to stay abreast of 
current and emerging security issues and for assistance, when applicable; and 

D. Independent review of the effectiveness of the Contractor’s information security program. 

6.3 Compliance 

The Contractor shall develop and implement processes to ensure its compliance with all statutory, 
regulatory, contractual, and internal policy obligations applicable to this Contract.  Examples include, 
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but are not limited to, General Data Protection Regulation (GDPR), Payment Card Industry Data 
Security Standard (PCI DSS), Health Insurance Portability and Accountability Act of 1996 (HIPAA), 
and IRS Publication 1075. The Contractor shall timely update its processes as applicable standards 
evolve. 

A. Within ten (10) calendar days after award, the Contractor shall provide the PFRSNJ with 
contact information for the individual or individuals responsible for maintaining a control 
framework that captures statutory, regulatory, contractual, and policy requirements relevant to the 
organization’s programs of work and information systems; 

B. Throughout the solution development process, the Contractor shall implement processes to 
ensure security assessments of information systems are conducted for all significant development 
and/or acquisitions, prior to information systems being placed into production; and 

C. The Contractor shall also conduct periodic reviews of its information systems on a defined 
frequency for compliance with statutory, regulatory, and contractual requirements. The 
Contractor shall document the results of any such reviews. 

6.4 Personnel Security 

The Contractor shall implement processes to ensure all personnel having access to relevant PFRSNJ 
information have the appropriate background, skills, and training to perform their job responsibilities 
in a competent, professional, and secure manner. Workforce security controls shall include, at a 
minimum: 

A. Position descriptions that include appropriate language regarding each role’s security 
requirements; 

B. To the extent permitted by law, employment screening checks are conducted and successfully 
passed for all personnel prior to beginning work or being granted access to information assets; 

C. Rules of behavior are established and procedures are implemented to ensure personnel are 
aware of and understand usage policies applicable to information and information systems; 

D. Access reviews are conducted upon personnel transfers and promotions to ensure access levels 
are appropriate; 

E. Contractor disables system access for terminated personnel and collects all organization owned 
assets prior to the individual’s departure; and 

F. Procedures are implemented that ensure all personnel are aware of their duty to protect 
information assets and their responsibility to immediately report any suspected information 
security incidents. 

6.5 Security Awareness and Training 

The Contractor shall provide periodic and ongoing information security awareness and training to 
ensure personnel are aware of information security risks and threats, understand their responsibilities, 
and are aware of the statutory, regulatory, contractual, and policy requirements that are intended to 
protect information systems and PFRSNJ Confidential Information from a loss of confidentiality, 
integrity, availability, and privacy. Security awareness and training shall include, at a minimum: 
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A. Personnel are provided with security awareness training upon hire and at least annually, 
thereafter; 

B. Security awareness training records are maintained as part of the personnel record; 

C. Role-based security training is provided to personnel with respect to their duties or 
responsibilities (e.g. network and systems administrators require specific security training in 
accordance with their job functions); and 

D. Individuals are provided with timely information regarding emerging threats, best practices, 
and new policies, laws, and regulations related to information security. 

6.6 Risk Management 

The Contractor shall establish requirements for the identification, assessment, and treatment of 
information security risks to operations, information, and/or information systems. Risk management 
requirements shall include, at a minimum: 

A. An approach that categorizes systems and information based on their criticality and sensitivity; 

B. An approach that ensures risks are identified, documented and assigned to appropriate 
personnel for assessment and treatment; 

C. Risk assessments shall be conducted throughout the lifecycles of information systems to 
identify, quantify, and prioritize risks against operational and control objectives and to design, 
implement, and exercise controls that provide reasonable assurance that security objectives will 
be met; and 

D. A plan under which risks are mitigated to an acceptable level and remediation actions are 
prioritized based on risk criteria and timelines for remediation are established. Risk treatment 
may also include the acceptance or transfer of risk. 

6.7 Privacy 

If there is PFRSNJ Data associated with the Contract, this section is applicable. 

A. Data Ownership. The PFRSNJ owns PFRSNJ Data. The Contractor shall not obtain any right, 
title, or interest in any PFRSNJ Data, or information derived from or based on PFRSNJ Data. 

B. Data usage, storage, and protection of Personal Data are subject to all applicable international, 
federal and state statutory and regulatory requirements, as amended from time to time, including, 
without limitation, those for HIPAA, Tax Information Security Guidelines for Federal, State, and 
Local Agencies (IRS Publication 1075), New Jersey State tax confidentiality statute, the New 
Jersey Privacy Notice found at NJ.gov, N.J.S.A. § 54:50-8, New Jersey Identity Theft Prevention 
Act, N.J.S.A. § 56:11-44 et. seq., the federal Drivers’ Privacy Protection Act of 1994, Pub.L.103-
322, and the confidentiality requirements of N.J.S.A. § 39:2-3.4. Contractor shall also conform to 
PCI DSS, where applicable. 

C. Security: The Contractor agrees to take appropriate administrative, technical, and physical 
safeguards reasonably designed to protect the security, privacy, confidentiality, and integrity of 
user information. Contractor shall ensure that PFRSNJ Data is secured and encrypted during 
transmission or at rest. 
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D. Data Transmission: The Contractor shall only transmit or exchange PFRSNJ Data with other 
parties when expressly requested in writing and permitted by and in accordance with 
requirements of the Contract or the State of New Jersey. The Contractor shall only transmit or 
exchange PFRSNJ Data with the PFRSNJ or other parties through secure means supported by 
current technologies. 

E. Data Storage: All data provided by the PFRSNJ or PFRSNJ data obtained by the Contractor in 
the performance of the Contract must be stored, processed, and maintained solely in accordance 
with a project plan and system topology approved by the Contract Manager. No PFRSNJ Data 
shall be processed on or transferred to any device or storage medium including portable media, 
smart devices and/or USB devices, unless that device or storage medium has been approved in 
advance in writing by the Contract Manager. The Contractor must not store or transfer PFRSNJ 
Data outside of the United States. 

F. Data Re-Use: All PFRSNJ Data shall be used expressly and solely for the purposes enumerated 
in the Contract Data shall not be distributed, repurposed or shared across other applications, 
environments, or business units of the Contractor. No PFRSNJ Data shall be transmitted, 
exchanged or otherwise passed to other contractors or interested parties except on a case-by-case 
basis as specifically agreed to in writing by the Contract Manager. 

G. Data Breach: In the event of any actual, probable or reasonably suspected Breach of Security, 
or any unauthorized access to or acquisition, use, loss, destruction, compromise, alteration or 
disclosure of any Personal Data, the Contractor shall: (a) notify the PFRSNJ immediately of such 
Breach of Security, but in no event later than 24 hours after such security breach; (b) designate a 
single individual employed by the Contractor who shall be available to the PFRSNJ twenty-four 
(24) hours per day, seven (7) days per week as a contact regarding the Contractor’s obligations 
under RFQ Section 6.34 - Incident Response; (c) not provide any other notification or provide 
any disclosure to the public regarding such Breach of Security without the prior written consent 
of the PFRSNJ, unless required to provide such notification or to make such disclosure pursuant 
to any applicable law, regulation, rule, order, court order, judgment, decree, ordinance, mandate, 
or other request or requirement now or hereafter in effect, of any applicable governmental 
authority or law enforcement agency in any jurisdiction worldwide (in which case Contractor 
shall consult with the PFRSNJ and reasonably cooperate with the PFRSNJ to prevent any 
notification or disclosure concerning any Personal Data or Breach of Security); (d) assist the 
PFRSNJ in investigating, remedying and taking any other action the PFRSNJ deems necessary 
regarding any Breach of Security breach and any dispute, inquiry, or claim that concerns the 
Breach of Security; (e) follow all instructions provided by the PFRSNJ relating to the Personal 
Data affected or potentially affected by the Breach of Security; (f) take such actions as necessary 
to prevent future Breaches of Security; and (g) unless prohibited by an applicable statute or court 
order, notify the PFRSNJ of any third party legal process relating to any Breach of Security 
including, at a minimum, any legal process initiated by any governmental entity (foreign or 
domestic). 

H. Minimum Necessary: The Contractor shall ensure that PFRSNJ Data requested represents the 
minimum necessary information for the services as described in this RFQ and, unless otherwise 
agreed to in writing by the PFRSNJ, that only necessary individuals or entities who are familiar 
with and bound by the Contract will have access to the PFRSNJ Data in order to perform the 
work. 
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I. End of Contract Data Handling: Upon termination/expiration of this Contract the Contractor
shall first return all PFRSNJ Data to the PFRSNJ in a usable format as defined in the Contract, or
in an open standards machine-readable format if not. The Contractor shall then erase, destroy, and
render unreadable all Contractor backup copies of PFRSNJ Data according to the standards
enumerated in accordance with the State of New Jersey’s most recent Media Protection policy,
https://www.nj.gov/it/docs/ps/NJ_Statewide_Information_Security_Manual.pdf, and certify in
writing that these actions have been completed within 30 days after the termination/expiration of
the Contract or within seven (7) days of the request of an agent of the PFRSNJ, whichever should
come first.

J. In the event of loss of any PFRSNJ Data or records where such loss is due to the intentional act,
omission, or negligence of the Contractor or any of its subcontractors or agents, the Contractor
shall be responsible for recreating such lost data in the manner and on the schedule set by the
Contract Manager. The Contractor shall ensure that all PFRSNJ Data is backed up and is
recoverable by the Contractor. In accordance with prevailing federal or state law or regulations,
the Contractor shall report the loss of PFRSNJ Data.

6.8 Asset Management 

The Contractor shall implement administrative, technical, and physical controls necessary to 
safeguard information technology assets from threats to their confidentiality, integrity, or availability, 
whether internal or external, deliberate or accidental. Asset management controls shall include at a 
minimum: 

A. Information technology asset identification and inventory;

B. Assigning custodianship of assets; and

C. Restricting the use of non-authorized devices.

6.9 Security Categorization 

The Contractor shall implement processes that classify information and categorize information 
systems throughout their lifecycles according to their sensitivity and criticality, along with the risks 
and impact in the event that there is a loss of confidentiality, integrity, availability, or breach of 
privacy. Information classification and system categorization includes labeling and handling 
requirements. Security categorization controls shall include the following, at a minimum: 

A. Implementing a data protection policy;

B. Classifying data and information systems in accordance with their sensitivity and criticality;

C. Masking sensitive data that is displayed or printed; and

D. Implementing handling and labeling procedures.

6.10 Media Protection 

The Contractor shall establish controls to ensure data and information, in all forms and mediums, are 
protected throughout their lifecycles based on their sensitivity, value, and criticality, and the impact 
that a loss of confidentiality, integrity, availability, and privacy would have on the Contractor, 
business partners, or individuals. Media protections shall include, at a minimum: 
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A. Media storage/access/transportation; 

B. Maintenance of sensitive data inventories; 

C. Application of cryptographic protections; 

D. Restricting the use of portable storage devices; 

E. Establishing records retention requirements in accordance with business objectives and 
statutory and regulatory obligations; and 

F. Media disposal/sanitization. 

6.11 Cryptographic Protections 

The Contractor shall employ cryptographic safeguards to protect sensitive information in 
transmission, in use, and at rest, from a loss of confidentiality, unauthorized access, or disclosure. 
Cryptographic protections shall include at a minimum: 

A. Using industry standard encryption algorithms; 

B. Establishing requirements for encryption of data in transit; 

C. Establishing requirements for encryption of data at rest; and 

D. Implementing cryptographic key management processes and controls. 

6.12 Access Management 

The Contractor shall establish security requirements and ensure appropriate mechanisms are provided 
for the control, administration, and tracking of access to, and the use of, the Contractor’s information 
systems that contain or could be used to access PFRSNJ data. Access management plan shall include 
the following features: 

A. Ensure the principle of least privilege is applied for specific duties and information systems 
(including specific functions, ports, protocols, and services), so processes operate at privilege 
levels no higher than necessary to accomplish required organizational missions and/or functions; 

B. Implement account management processes for registration, updates, changes and de-
provisioning of system access; 

C. Apply the principles of least privilege when provisioning access to organizational assets; 

D. Provision access according to an individual’s role and business requirements for such access; 

E. Implement the concept of segregation of duties by disseminating tasks and associated 
privileges for specific sensitive duties among multiple people; 

F. Conduct periodic reviews of access authorizations and controls. 

6.13 Identity and Authentication 

The Contractor shall establish procedures and implement identification, authorization, and 
authentication controls to ensure only authorized individuals, systems, and processes can access the 
PFRSNJ’s information and the Contractor’s information and information systems. Identity and 
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authentication provides a level of assurance that individuals who log into a system are who they say 
they are. Identity and authentication controls shall include, at a minimum: 

A. Establishing and managing unique identifiers (e.g. User-IDs) and secure authenticators (e.g. 
passwords, biometrics, personal identification numbers, etc.) to support nonrepudiation of 
activities by users or processes; and 

B. Implementing multi-factor authentication (MFA) requirements for access to sensitive and 
critical systems, and for remote access to the Contractor’s systems. 

6.14 Remote Access 

The Contractor shall strictly control remote access to the Contractor’s internal networks, systems, 
applications, and services. Appropriate authorizations and technical security controls shall be 
implemented prior to remote access being established. Remote access controls shall include at a 
minimum: 

A. Establishing centralized management of the Contractor’s remote access infrastructure; 

B. Implementing technical security controls (e.g. encryption, multi-factor authentication, IP 
whitelisting, geo-fencing); and 

C. Training users in regard to information security risks and best practices related remote access 
use. 

6.15 Security Engineering and Architecture 

The Contractor shall employ security engineering and architecture principles for all information 
technology assets, and such principles shall incorporate industry recognized leading security practices 
and sufficiently address applicable statutory and regulatory obligations. Applying security 
engineering and architecture principles shall include: 

A. Implementing configuration standards that are consistent with industry-accepted system 
hardening standards and address known security vulnerabilities for all system components; 

B. Establishing a defense in-depth security posture that includes layered technical, administrative, 
and physical controls; 

C. Incorporating security requirements into the systems throughout their life cycles; 

D. Delineating physical and logical security boundaries; 

E. Tailoring security controls to meet organizational and operational needs; 

F. Performing threat modeling to identify use cases, threat agents, attack vectors, and attack 
patterns as well as compensating controls and design patterns needed to mitigate risk; 

G. Implementing controls and procedures to ensure critical systems fail-secure and fail-safe in 
known states; and 

H. Ensuring information system clock synchronization. 

6.16 Configuration Management 
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The Contractor shall ensure that baseline configuration settings are established and maintained in 
order to protect the confidentiality, integrity, and availability of all information technology assets. 
Secure configuration management shall include, at a minimum: 

A. Hardening systems through baseline configurations; and 

B. Configuring systems in accordance with the principle of least privilege to ensure processes 
operate at privilege levels no higher than necessary to accomplish required functions. 

6.17 Endpoint Security 

The Contractor shall ensure that endpoint devices are properly configured, and measures are 
implemented to protect information and information systems from a loss of confidentiality, integrity, 
and availability. Endpoint security shall include, at a minimum: 

A. Maintaining an accurate and updated inventory of endpoint devices; 
B. Applying security categorizations and implementing appropriate and effective safeguards on 

endpoints; 
C. Maintaining currency with operating system and software updates and patches; 
D. Establishing physical and logical access controls; 
E. Applying data protection measures (e.g. cryptographic protections); 
F. Implementing anti-malware software, host-based firewalls, and port and device controls; 
G. Implementing host intrusion detection and prevention systems (HIDS/HIPS) where 

applicable; 
H. Restricting access and/or use of ports and I/O devices; and 
I. Ensuring audit logging is implemented and logs are reviewed on a continuous basis. 

 
6.18 ICS/SCADA/OT Security 

The Contractor shall implement controls and processes to ensure risks, including risks to human 
safety, are accounted for and managed in the use of Industrial Control Systems (ICS), Supervisory 
Control and Data Acquisition (SCADA) systems, and Operational Technologies (OT). 
ICS/SCADA/OT Security requires the application of all of the enumerated control areas in this RFQ, 
including, at a minimum: 

A. Conducting risk assessments prior to implementation and throughout the lifecycles of 
ICS/SCADA/OT assets; 

B. Developing policies and standards specific to ICS/SCADA/OT assets; 

C. Ensuring the secure configuration of ICS/SCADA/OT assets; 

D. Segmenting ICS/SCADA/OT networks from the rest of the Contractor’s networks; 

E. Ensuring least privilege and strong authentication controls are implemented 

F. Implementing redundant designs or failover capabilities to prevent business disruption or 
physical damage; and 

G. Conducting regular maintenance on ICS/SCADA/OT systems. 

6.19 Internet of Things Security 
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The Contractor shall implement controls and processes to ensure risks are accounted for and managed 
in the use of Internet of Things (“IoT”) devices including, but not limited to, physical devices, 
vehicles, appliances, and other items embedded with electronics, software, sensors, actuators, and 
network connectivity which enables these devices to connect and exchange data. IoT security shall 
include, at a minimum, the following: 

A. Developing policies and standards specific to IoT assets; 

B. Ensuring the secure configuration of IoT assets; 

C. Conducting risk assessments prior to implementation and throughout the lifecycles of IoT 
assets; 

D. Segmenting IoT networks from the rest of the Contractor’s networks; and 

E. Ensuring least privilege and strong authentication controls are implemented. 

6.20 Mobile Device Security 

The Contractor shall establish administrative, technical, and physical security controls required to 
effectively manage the risks introduced by mobile devices used for organizational business purposes. 
Mobile device security shall include, at a minimum, the following: 

A. Establishing requirements for authorization to use mobile devices for organizational business 
purposes; 

B. Establishing Bring Your Own Device (“BYOD”) processes and restrictions; 

C. Establishing physical and logical access controls; 

D. Implementing network access restrictions for mobile devices; 

E. Implementing mobile device management solutions to provide centralized management of 
mobile devices and to ensure technical security controls (e.g. encryption, authentication, remote-
wipe, etc.) are implemented and updated as necessary; 

F. Establishing approved application stores from which applications can be acquired; 

G. Establishing lists approved applications that can be used; and 

H. Training of mobile device users regarding security and safety. 

6.21 Network Security 

The Contractor shall implement defense-in-depth and least privilege strategies for securing the 
information technology networks that it operates. To ensure information technology resources are 
available to authorized network clients and protected from unauthorized access, the Contractor shall: 

A. Include protection mechanisms for network communications and infrastructure (e.g. layered 
defenses, denial of service protection, encryption for data in transit, etc.); 

B. Include protection mechanisms for network boundaries (e.g. limit network access points, 
implement firewalls, use Internet proxies, restrict split tunneling, etc.); 
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C. Control the flow of information (e.g. deny traffic by default/allow by exception, implement 
Access Control Lists, etc.); and 

D. Control access to the Contractor’s information systems (e.g. network segmentation, network 
intrusion detection and prevention systems, wireless restrictions, etc.). 

6.22 Cloud Security 

The Contractor shall establish security requirements that govern the use of private, public, and hybrid 
cloud environments to ensure risks associated with a potential loss of confidentiality, integrity, 
availability, and privacy are managed. This shall ensure, at a minimum, the following: 

A. Security is accounted for in the acquisition and development of cloud services; 

B. The design, configuration, and implementation of cloud-based applications, infrastructure and 
system-system interfaces are conducted in accordance with mutually agreed-upon service, 
security, and capacity-level expectations; 

C. Security roles and responsibilities for the Contractor and the cloud provider are delineated and 
documented; and 

D. Controls necessary to protect sensitive data in public cloud environments are implemented. 

6.23 Change Management 

The Contractor shall establish controls required to ensure change is managed effectively, and that 
changes are appropriately tested, validated, and documented before implementing any change on a 
production network. Change management provides the Contractor with the ability to handle changes 
in a controlled, predictable, and repeatable manner, and to identify, assess, and minimize the risks to 
operations and security. Change management controls shall include, at a minimum, the following: 

A. Notifying all stakeholder of changes; 

B. Conducting a security impact analysis and testing for changes prior to rollout; and 

C. Verifying security functionality after the changes have been made. 

6.24 Maintenance 

The Contractor shall implement processes and controls to ensure that information assets are properly 
maintained, thereby minimizing the risks from emerging information security threats and/or the 
potential loss of confidentiality, integrity, or availability due to system failures. Maintenance security 
shall include, at a minimum, the following: 

A. Conducting scheduled and timely maintenance; 

B. Ensuring individuals conducting maintenance operations are qualified and trustworthy; and 

C. Vetting, escorting and monitoring third-parties conducting maintenance operations on 
information technology assets. 

6.25 Threat Management 

The Contractor shall establish effective communication protocols and processes to collect and 
disseminate actionable threat intelligence, thereby providing component units and individuals with 
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the information necessary to effectively manage risk associated with new and emerging threats to the 
organization’s information technology assets and operations. Threat management includes, at a 
minimum: 

A. Developing, implementing, and governing processes and documentation to facilitate the 
implementation of a threat awareness policy, as well as associated standards, controls and 
procedures; and 

B. Subscribing to and receiving relevant threat intelligence information from the US CERT, the 
organization’s vendors, and other sources as appropriate. 

6.26 Vulnerability and Patch Management 

The Contractor shall implement proactive vulnerability identification, remediation, and patch 
management practices to minimize the risk of a loss of confidentiality, integrity, and availability of 
information system, networks, components, and applications. Vulnerability and patch management 
practices shall include, at a minimum, the following: 

A. Prioritizing vulnerability scanning and remediation activities based on the criticality and 
security categorization of systems and information, and the risks associated with a loss of 
confidentiality, integrity, availability, and/or privacy; 

B. Maintaining software and operating systems at the latest vendor-supported patch levels; 

C. Conducting penetration testing and red team exercises; and 

D. Employing qualified third-parties to periodically conduct Independent vulnerability scanning, 
penetration testing, and red-team exercises. 

6.27 Continuous Monitoring  

The Contractor shall implement continuous monitoring practices to establish and maintain situational 
awareness regarding potential threats to the confidentiality, integrity, availability, privacy and safety 
of information and information systems through timely collection and review of security-related event 
logs. Continuous monitoring practices shall include, at a minimum, the following: 

A. Centralizing the collection and monitoring of event logs; 

B. Ensuring the content of audit records includes all relevant security event information; 

C. Protecting of audit records from tampering; and 

D. Detecting, investigating, and responding to incidents discovered through monitoring. 

6.28 System Development and Acquisition 

The Contractor shall establish security requirements necessary to ensure that systems and application 
software programs developed by the Contractor or third-parties (e.g. vendors, contractors, etc.) 
perform as intended to maintain information confidentiality, integrity, and availability, and the 
privacy and safety of individuals. System development and acquisition security practices shall 
include, at a minimum, the following: 

A. Secure coding; 
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B. Separation of development, testing, and operational environments; 

C. Information input restrictions; 

D. Input data validation; 

E. Error handling; 

F. Security testing throughout development; 

G. Restrictions for access to program source code; and 

H. Security training of software developers and system implementers. 

6.29 Project and Resource Management 

The Contractor shall ensure that controls necessary to appropriately manage risks are accounted for 
and implemented throughout the System Development Life Cycle (“SDLC”). Project and resource 
management security practices shall include, at a minimum: 

A. Defining and implementing security requirements; 

B. Allocating resources required to protect systems and information; and 

C. Ensuring security requirements are accounted for throughout the SDLC. 

6.30 Capacity and Performance Management 

The Contractor shall implement processes and controls necessary to protect against avoidable impacts 
to operations by proactively managing the capacity and performance of its critical technologies and 
supporting infrastructure. Capacity and performance management practices shall include, at a 
minimum, the following: 

A. Ensuring the availability, quality, and adequate capacity of compute, storage, memory and 
network resources are planned, prepared, and measured to deliver the required system 
performance and future capacity requirements; and 

B. Implementing resource priority controls to prevent or limit Denial of Service (“DoS”) 
effectiveness. 

6.31 Third Party Management 

The Contractor shall implement processes and controls to ensure that risks associated with third-
parties (e.g. vendors, contractors, business partners, etc.) providing information technology 
equipment, software, and/or services are minimized or avoided. Third party management processes 
and controls shall include, at a minimum: 

A. Tailored acquisition strategies, contracting tools, and procurement methods for the purchase of 
systems, system components, or system service from suppliers; 

B. Due diligence security reviews of suppliers and third parties with access to the Contractor’s 
systems and sensitive information; 

C. Third party interconnection security; and 
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D. Independent testing and security assessments of supplier technologies and supplier 
organizations. 

6.32 Physical and Environmental Security 

The Contractor shall establish physical and environmental protection procedures that limit access to 
systems, equipment, and the respective operating environments, to only authorized individuals. The 
Contractor ensures appropriate environmental controls in facilities containing information systems 
and assets, to ensure sufficient environmental conditions exist to avoid preventable hardware failures 
and service interruptions. Physical and environmental controls shall include, at a minimum, the 
following: 

A. Physical access controls (e.g. locks, security gates and guards, etc.); 

B. Visitor controls; 

C. Security monitoring and auditing of physical access; 

D. Emergency shutoff; 

E. Emergency power; 

F. Emergency lighting; 

G. Fire protection; 

H. Temperature and humidity controls; 

I. Water damage protection; and 

J. Delivery and removal of information assets controls. 

6.33 Contingency Planning 

The Contractor shall develop, implement, test, and maintain a contingency plan to ensure continuity 
of operations for all information systems that deliver or support essential or critical business functions 
on behalf of the Contractor. The plan shall address the following: 

A. Backup and recovery strategies; 

B. Continuity of operations; 

C. Disaster recovery; and 

D. Crisis management. 

6.34 Incident Response 

The Contractor shall maintain an information security incident response capability that includes 
adequate preparation, detection, analysis, containment, recovery, and reporting activities. Information 
security incident response activities shall include, at a minimum, the following: 

A. Information security incident reporting awareness; 

B. Incident response planning and handling; 

C. Establishment of an incident response team; 
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D. Cybersecurity insurance; 

E. Contracts with external incident response services specialists; and 

F. Contacts with law enforcement cybersecurity units. 

7. Modifications to the State of New Jersey Standard Terms and Conditions 
 

7.1 Executive Director of the Police and Firemen’s Retirement System of New Jersey 

Any and all references in the Standard Terms & Conditions to the “Director” or the “Director of the 
Division of Purchase and Property” shall be read as: the “Executive Director of the Police and 
Firemen’s Retirement System of New Jersey.” 

7.2 Indemnification 

Section 4.1 of the State Standard Terms and Conditions is deleted in its entirety and replaced with the 
following; 

4.1 INDEMNIFICATION 

A. CONTRACTOR RESPONSIBILITIES - The Contractor’s liability to the State and its 
employees in third party suits shall be as follows: 

1. The Contractor shall indemnify, defend, and save harmless the State and its officers, 
agents, servants and employees, from and against any and all third party claims, demands, 
suits, actions, recoveries, judgments and costs and expenses in connection therewith: 

i. For or on account of the loss of life, tangible property (not including lost or damaged 
data) or injury or damage to the person, body or property (not including lost or damaged 
data) of any person or persons whatsoever, which shall arise from or result directly or 
indirectly from the work and/or products supplied under this Contract; and 

ii. For or on account of the use of any patent, copyright, trademark, trade secret or other 
proprietary right of any copyrighted or uncopyrighted composition, secret process, 
patented or unpatented invention, article or appliance (“Intellectual Property Rights”) 
furnished or used in the performance of the contract; and 

iii. For or on account of a Breach of Security resulting from Contractor’s breach of its 
obligation to encrypt Personal Data or otherwise prevent its release or misuse; and 

iv. The Contractor’s indemnification and liability under Section 4.1(A)(1) is not limited 
by, but is in addition to the insurance obligations contained in Section 4.2 of the State 
Standard Terms and Conditions. 

2. In the event of a claim or suit involving third-party Intellectual Property Rights, the 
Contractor, at its option, may: (1) procure for the State the legal right to continue the use of 
the product; (2) replace or modify the product to provide a non-infringing product that is the 
functional equivalent; or (3) refund the purchase price less a reasonable allowance for use 
that is agreed to by both parties. The State will: (1) promptly notify Contractor in writing of 
the claim or suit; (2) Contractor shall have control of the defense and settlement of any claim 
that is subject to Section 4.1(A)(1); provided, however, that the State must approve any 
settlement of the alleged claim, which approval shall not be unreasonably withheld. The State 
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may observe the proceedings relating to the alleged claim and confer with the Contractor at 
its expense. Furthermore, neither Contractor nor any attorney engaged by Contractor shall 
defend the claim in the name of the State of New Jersey, nor purport to act as legal 
representative of the State of New Jersey, without having provided notice to the PFRSNJ and 
the Director of the Division of Law in the Department of Law and Public Safety and to the 
Director of DPP. The State of New Jersey may, at its election and expense, assume its own 
defense and settlement. 

3. Notwithstanding the foregoing, the Contractor has no obligation or liability for any claim 
or suit concerning third-party Intellectual Property Rights arising from: (1) the State’s 
unauthorized combination, operation, or use of a product supplied under this contract with 
any product, device, or software not supplied by Contractor; (2) the State’s unauthorized 
alteration or modification of any product supplied under this contract; (3) the Contractor’s 
compliance with the State’s designs, specifications, requests, or instructions, provided that if 
the State provides Contractor with such designs, specifications, requests, or instructions, 
Contractor shall review same and advise if such designs, specifications, requests or 
instructions present potential issues of patent or copyright infringement and the State 
nonetheless directs the Contractor to proceed with one or more designs, specifications, 
requests or instructions that present potential issues of patent or copyright infringement; or 
(4) the State’s failure to promptly implement a required update, use a new version of the 
product, or to make a change or modification to the product if requested in writing by 
Contractor. 

4. Contractor will be relieved of its responsibilities under Subsection 4.1(A)(1)(i), (ii), and 
(iii) for any claims made by an unaffiliated third party that arise solely from the actions or 
omissions of the State, its officers, employees or agents. 

5. This section states the entire obligation of Contractor and the exclusive remedy of the 
State, in respect of any infringement or alleged infringement of any Intellectual Property 
Rights. This indemnity obligation and remedy are given to the State solely for its benefit and 
in lieu of, and Contractor disclaims, all warranties, conditions and other terms of non-
infringement or title with respect to any product. 

6. The provisions of this indemnification clause shall in no way limit the Contractor’s 
obligations assumed in the Contract, nor shall they be construed to relieve the Contractor 
from any liability, nor preclude the State from taking any other actions available to it under 
any other provisions of the contract or otherwise at law or equity. 

7. The Contractor agrees that any approval by the State of the work performed and/or reports, 
plans or specifications provided by the Contractor shall not operate to limit the obligations of 
the Contractor assumed in the Contract. 

8. The State of New Jersey will not indemnify, defend or hold harmless the Contractor. The 
State will not pay or reimburse for claims absent compliance with Section 4.1(B) below and a 
determination by the State to pay the claim or a final order of a court of competent 
jurisdiction. 

B. STATE RESPONSIBILITIES - Subject to the New Jersey Tort Claims Act (N.J.S.A. 59:1-1 et 
seq.), the New Jersey Contractual Liability Act (N.J.S.A. 59:13-1 et seq.) and the appropriation 
and availability of funds, the State will be responsible for any cost or damage arising out of 
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actions or inactions of the State, its employees or agents under Section 4.1(A)(1)(i), (ii), and (iii) 
which results in an unaffiliated third-party claim. This is the Contractor’s exclusive remedy for 
these claims. 

7.3 Insurance 
 

7.3.1 Professional Liability Insurance 

Section 4.2 of the SSTC is supplemented with the following: 

Professional Liability Insurance: The Contractor shall carry Errors and Omissions, Professional 
Liability Insurance, and/or Professional Liability Malpractice Insurance sufficient to protect the 
Contractor from any liability arising out the professional obligations performed pursuant to the 
requirements of this Contract. The insurance shall be in the amount of not less than $1,000,000 per 
each occurrence and in such policy forms as shall be approved by the PFRSNJ. If the Contractor has 
claims-made coverage and subsequently changes carriers during the term of this Contract, it shall 
obtain from its new Errors and Omissions, Professional Liability Insurance, and/or Professional 
Malpractice Insurance carrier an endorsement for retroactive coverage. 

7.3.2 Cyber Breach Insurance 

Section 4.2 of the SSTC supplemented with the following: 

Cyber Breach Insurance: The Contractor shall carry Cyber Breach Insurance in sufficient to protect 
the Contractor from any liability arising out of its performance pursuant to the requirements of this 
Contract. The insurance shall be in an amount of not less than $10,000,000 or higher if appropriate – 
see table below for consideration per each occurrence and in such policy forms as shall be approved 
by the State. The insurance shall at a minimum cover the following: Data loss, malware, ransomware 
and similar breaches to computers, servers and software; Protection against third-party claims; cost of 
notifying affected parties; cost of providing credit monitoring to affected parties; forensics; cost of 
public relations consultants; regulatory compliance costs; costs to pursue indemnity rights; costs to 
Data Breach and Credit Monitoring Services analyze the insured’s legal response obligations; costs of 
defending lawsuits; judgments and settlements; regulatory response costs; costs of responding to 
regulatory investigations; and costs of settling regulatory claims. 

Level of Risk Data Breach and Privacy/Cyber Liability Minimum Insurance Coverage 
Low $2,000,000 
Moderate $5,000,000 
High $10,000,000 

 

7.3.3 Limitation of Liability Options 

Section 4.0 of the SSTC is supplemented with the following: 

4.3 LIMITATION OF LIABILITY 

A. The Contractor’s liability for actual, direct damages resulting from the Contractor’s 
performance or non-performance of, or in any manner related to, the Contract for any and all third 
party claims, shall be limited in the aggregate to 200% of the fees paid by the State during the 
previous twelve months to Contractor for the products or services giving rise to such damages. 
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Notwithstanding the preceding sentence, in no event shall the limit of liability be less than 
$1,000,000. This limitation of liability shall not apply to the following: 

i. The Contractor’s indemnification obligations as described in Section 4.1; and 

ii. The Contractor’s breach of its obligations of confidentiality described in this RFQ. 

B. Notwithstanding the foregoing exclusions, where a Breach of Security is a direct result of 
Contractor’s breach of its contractual obligation to encrypt Personal Data pursuant to this RFQ or 
otherwise prevent its release as reasonably determined by the State, the Contractor shall bear the 
costs associated with (1) the investigation and resolution of the Breach of Security; (2) 
notifications to individuals, regulators, or others required by federal and state laws or as otherwise 
agreed to; (3) a credit monitoring service required by state or federal law or as otherwise agreed 
to; (4) a website or a toll-free number and call center for affected individuals required by federal 
and state laws — all not to exceed the average per record, per person cost calculated for data 
breaches in the United States in the most recent Cost of Data Breach Study: Global Analysis 
published by the Ponemon Institute for the public sector at the time of the Breach of Security; and 
(5) completing all corrective actions as reasonably determined by Contractor based on root cause 
of the Breach of Security. 

C. The Contractor shall not be liable for punitive, special, indirect, incidental, or consequential 
damages. 

8. Quote Evaluation and Award 
 

8.1 Reciprocity for Jurisdictional Bidder Preference 

In accordance with N.J.S.A. 52:32-1.4, the State of New Jersey will invoke reciprocal action against 
an out-of-State Bidder whose state or locality maintains a preference practice for its in-state Bidders. 
The State of New Jersey will use the annual surveys compiled by the Council of State Governments, 
National Association of State Procurement Officials, or the National Institute of Governmental 
Purchasing or a State’s statutes and regulations to identify States having preference laws, regulations, 
or practices and to invoke reciprocal actions. The State of New Jersey may obtain additional 
information as it deems appropriate to supplement the stated survey information. 

A Bidder may submit information related to preference practices enacted for a State or Local entity 
outside the State of New Jersey. This information may be submitted in writing as part of the Quote 
response, including name of the locality having the preference practice, as well as identification of the 
county and state, and should include a copy of the appropriate documentation, i.e., resolution, 
regulation, law, notice to Bidder, etc. It is the responsibility of the Bidder to provide documentation 
with the Quote or submit it to the PFRSNJ within five (5) business days after the deadline for Quote 
submission. Written evidence for a specific procurement that is not provided to the PFRSNJ within 
five (5) business days of the public Quote submission date may not be considered in the evaluation of 
that procurement, but may be retained and considered in the evaluation of subsequent procurements. 

8.2 Clarification of Quote 

After the Quote Opening Date, unless requested by the PFRSNJ as noted below, Bidder contact with 
the PFRSNJ regarding this RFQ and the submitted Quote is not permitted. After the Quotes are 
reviewed, one (1), some or all of the Bidders may be asked to clarify inconsistent statement contained 
within the submitted Quote. 
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8.3 Tie Quotes 

Tie Quotes will be awarded by the Executive Director of the Police and Firemen’s Retirement System 
of New Jersey in accordance with governing law including but not limited to N.J.A.C. 17:12-2.10. 

8.4 The PFRSNJ’s Right to Inspect Bidder’s Facilities  

The PFRSNJ reserves the right to inspect the Bidder’s establishment before making an award, for the 
purposes of ascertaining whether the Bidder has the necessary facilities for performing the Contract. 

8.5 The PFRSNJ’s Right to Check References 

The PFRSNJ may also consult with clients of the Bidder during the evaluation of Quotes. Such 
consultation is intended to assist the PFRSNJ in making a Contract award that is most advantageous 
to the PFRSNJ. 

8.6 Evaluation Criteria 

The following evaluation criteria categories, not necessarily listed in order of significance, will be 
used to evaluate Quotes received in response to this RFQ. The evaluation criteria categories may be 
used to develop more detailed evaluation criteria to be used in the evaluation process. 

8.6.1 Technical Evaluation Criteria 

The following criteria will be used to evaluate and score Quotes received in response to this RFQ. 
Each criterion will be scored, and each score multiplied by a predetermined weight to develop the 
Technical Evaluation Score: 

A. Personnel: The qualifications and experience of the Bidder’s management, supervisory, and 
key personnel assigned to the Contract, including the candidates recommended for each of the 
positions/roles required; 

B. Experience of firm: The Bidder’s documented experience in successfully completing Contract 
of a similar size and scope in relation to the work required by this RFQ; and 

C. Ability of firm to complete the Scope of Work based on its Technical Quote: The Bidder’s 
demonstration in the Quote that the Bidder understands the requirements of the Scope of Work 
and presents an approach that would permit successful performance of the technical requirements 
of the Contract. 

8.6.2 Price Evaluation 

For evaluation purposes, Bidders will be ranked from lowest to highest according to the total Quote 
price located on the Price Quote accompanying this RFQ. 

8.7 Quote Discrepancies 

In evaluating Quotes, discrepancies between words and figures will be resolved in favor of words. 
Discrepancies between Unit Prices and totals of Unit Prices will be resolved in favor of Unit Prices. 
Discrepancies in the multiplication of units of work and Unit Prices will be resolved in favor of the 
Unit Prices. Discrepancies between the indicated total of multiplied Unit Prices and units of work and 
the actual total will be resolved in favor of the actual total. Discrepancies between the indicated sum 
of any column of figures and the correct sum thereof will be resolved in favor of the correct sum of 
the column of figures. 
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8.8 Best and Final Offer (BAFO) 

The PFRSNJ may invite one (1) Bidder or multiple Bidders to submit a Best and Final Offer (BAFO). 
Said invitation will establish the time and place for submission of the BAFO. Any BAFO that does 
not result in more advantageous pricing to the PFRSNJ will not be considered, and the PFRSNJ will 
evaluate the Bidder’s most advantageous previously submitted pricing.  

The PFRSNJ may conduct more than one (1) round of BAFO in order to attain the best value for the 
PFRSNJ.  

BAFOs will be conducted only in those circumstances where it is deemed to be in the PFRSNJ’s best 
interests and to maximize the PFRSNJ’s ability to get the best value. Therefore, the Bidder is advised 
to submit its best technical and price Quote in response to this RFQ since the PFRSNJ may, after 
evaluation, make a Contract award based on the content of the initial submission  

If the PFRSNJ contemplates BAFOs, Quote prices will not be publicly read at the Quote opening. 
Only the name and address of each Bidder will be publicly announced at the Quote opening. 

8.9 Poor Performance 

A Bidder with a history of performance problems may be bypassed for consideration of an award 
issued as a result of this RFQ. The following materials may be reviewed to determine Bidder 
performance: 

A. Contract cancellations for cause pursuant to State of New Jersey Standard Terms and 
Conditions Section 5.7(B); 

B. information contained in Vendor performance records; 

C. information obtained from audits or investigations conducted by a local, state or federal 
agency of the Bidder’s work experience; 

D. current licensure, registration, and/or certification status and relevant history thereof; or 

E. Bidder’s status or rating with established business/financial reporting services, as applicable. 

Bidders should note that this list is not exhaustive. 

8.10 Recommendation for Award 

After the evaluation of the submitted Quotes is complete, the PFRSNJ will recommend to the Board 
of Trustees for the PFRSNJ for award, the responsible Bidder whose Quote, conforming to this RFQ, 
is most advantageous to the PFRSNJ, price and other factors considered. 

8.11 Contract Award 

Contract award will be made with reasonable promptness by written notice to that responsible Bidder, 
whose Quote, conforming to this RFQ, is most advantageous to the PFRSNJ, price, and other factors 
considered. 
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OFFER AND ACCEPTANCE PAGE 
STATE OF NEW JERSEY 

THE POLICE AND FIREMEN'S RETIREMENT SYSTEM OF NEW JERSEY
 50 WEST STATE STREET, P.O. BOX 297 TRENTON, NEW JERSEY 08625-0297

BID SOLICITATION # AND TITLE: 

TO THE STATE OF NEW JERSEY: 

Name of Bidder/Contractor 
Address 

City, State, Zip Code 
Phone Number 

Fax Number 
Email Address 

FEIN 
Print Name & Title of Authorized Representative 

Signature Authorized Representative 

By submitting a Quote the Bidder certifies and confirms that: 
1. It has read, understands, and agrees to all terms, conditions, and specifications set forth in the Bid Solicitation and the State of New Jersey Standard Terms and

Conditions and agrees to furnish the goods, products, and/or services in compliance with those terms;
2. It has complied, and will continue to comply, with all applicable laws and regulations governing the provision of State goods and services, including the New Jersey

Conflicts of Interest Law, N.J.S.A. 52:13D-12 to 28;
3. The price(s) and amount of its Quote have been arrived at independently and without consultation, communication or agreement with any other Contractor/Bidder or 

any other party;
4. Neither the price(s) nor the amount of its Quote, and neither the approximate price(s) nor approximate amount of this Quote, have been disclosed to any other firm

or person who is a Bidder or potential Bidder, and they will not be disclosed before the Quote submission;
5. No attempt has been made or will be made to induce any firm or person to refrain from bidding on this Contract, or to submit a Quote higher than this Quote, or to

submit any intentionally high or noncompetitive Quote or other form of complementary Quote;
6. The Quote is made in good faith and not pursuant to any agreement or discussion with, or inducement from, any firm or person to submit a complementary or other

noncompetitive Quote;
7. The Bidder, its affiliates, subsidiaries, officers, directors, and employees are not, to Bidder’s knowledge, currently under investigation by any governmental agency

for alleged conspiracy or collusion with respect to bidding on any Contract and have not in the last five (5) years been convicted or found liable for any act prohibited 
by state or federal law in any jurisdiction involving conspiracy or collusion with respect to bidding on any Contract;

8. The Bidder's failure to meet any of the terms and conditions of the Contract shall constitute a breach and may result in suspension or debarment from further State
bidding; and

9. A defaulting Contractor may also be liable, at the option of the State, for the difference between the Blanket P.O. price and the price bid by an alternate Vendor
{Bidder} of the goods or services in addition to other remedies available.

ACCEPTANCE OF OFFER (For State Use Only) 
The Offer above is hereby accepted and now constitutes a Contract with the State of New Jersey.  The Contractor is now bound to sell the goods, products, or services in 
accordance with the terms of the Bid Solicitation and the State of New Jersey Standard Terms and Conditions.  The Contractor shall not commence any work or provide 
any good, product, or service under this Contract until the Vendor Contractor complies with all requirements set forth in the Bid Solicitation and receives written notice to 
proceed. 

Effective Date 

Contract/Master Blanket Purchase Order  Number 
Award Date

State of New Jersey Authorized Signature 
Print Name and Title 
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OWNERSHIP DISCLOSURE FORM 
STATE OF NEW JERSEY DEPARTMENT OF THE TREASURY 

POLICE AND FIREMEN'S RETIREMENT SYSTEM OF NEW JERSEY 
50 WEST STATE STREET, P.O. BOX 297 TRENTON, NEW JERSEY 08625-0297 

 

VENDOR NAME: 

PURSUANT TO N.J.S.A. 52:25-24.2, ALL PARTIES ENTERING INTO A CONTRACT WITH THE STATE ARE REQUIRED TO PROVIDE A STATEMENT OF OWNERSHIP. 
Please answer all questions and complete the information requested. 

YES NO 
1. The vendor is a Non-Profit Entity; and therefore, no disclosure is necessary.

2. The vendor is a Sole Proprietor; and therefore, no other disclosure is necessary.
A Sole Proprietor is a person who owns an unincorporated business by himself or her-self. 
A limited liability company with a single member is not a Sole Proprietor. 

3. The vendor is a corporation, partnership, or limited liability company with individuals, partners, members, stockholders,
corporations, partnerships, or limited liability companies owning a 10% or greater interest; and therefore, disclosure is necessary.

If you answered YES to Question 3, you must disclose the information requested in the space below:*
(a) the names and addresses of all stockholders in the corporation who own 10% or more of its stock, of any class;
(b) all individual partners in the partnership who own a 10% or greater interest therein; or,
(c) all members in the limited liability company who own a 10% or greater interest therein.

NAME 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

NAME 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

NAME 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

NAME 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

YES NO 
4. For each of the corporations, partnerships, or limited liability companies identified in response to Question #3 above,

are there any individuals, partners, members, stockholders, corporations, partnerships, or limited liability companies owning
a 10% or greater interest of those listed business entities?

If you answered YES to Question 4, you must disclose the information requested in the space below:*
(a) the names and addresses of all stockholders in the corporation who own 10% or more of its stock, of any class; 
(b) all individual partners in the partnership who own a 10% or greater interest therein; or,
(c) all members in the limited liability company who own a 10% or greater interest therein. The disclosure(s) shall be continued until the names 

and addresses of every non-corporate stockholder, individual partner, and/or member a 10% or greater interest has been identified.

NAME 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

NAME 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

NAME 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

NAME 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

5. As an alternative to completing this form, a Vendor with any direct or indirect parent entity which is publicly traded, may submit the name and address of each publicly 
traded entity and the name and address of each person that holds a 10% or greater beneficial interest in the publicly traded entity as of the last annual filing with the
federal Securities and Exchange Commission or the foreign equivalent, and, if there is any person that holds a 10% or greater beneficial interest, also shall submit links 
to the websites containing the last annual filings with the federal Securities and Exchange Commission or the foreign equivalent and the relevant page numbers of the
filings that contain the information on each person that holds a 10% or greater beneficial interest.*

* Attach additional sheets if necessary
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DISCLOSURE OF INVESTMENT ACTIVITIES IN IRAN FORM 
STATE OF NEW JERSEY 

THE POLICE AND FIREMEN'S RETIREMENT SYSTEM OF NEW JERSEY
 50 WEST STATE STREET, P.O. BOX 297 TRENTON, NEW JERSEY 08625-0297 

BID SOLICITATION # AND TITLE: 

VENDOR NAME: 

Pursuant to N.J.S.A. 52:32-57, et seq. (P.L. 2012, c.25 and P.L. 2021, c.4) any person or entity that submits a bid or proposal or otherwise proposes to enter into or renew 
a contract must certify that neither the person nor entity, nor any of its parents, subsidiaries, or affiliates, is identified on the New Jersey Department of the Treasury’s Chapter 
25 List as a person or entity engaged in investment activities in Iran.  The Chapter 25 list is found on the Division’s website at 
https://www.state.nj.us/treasury/purchase/pdf/Chapter25List.pdf.  Vendors/Bidders must review this list prior to completing the below certification.  If the Director of the 
Division of Purchase and Property finds a person or entity to be in violation of the law, s/he shall take action as may be appropriate and provided by law, rule or contract, 
including but not limited to, imposing sanctions, seeking compliance, recovering damages, declaring the party in default and seeking debarment or suspension of the party. 

CHECK THE APPROPRIATE BOX 

I certify, pursuant to N.J.S.A. 52:32-57, et seq. (P.L. 2012, c.25 and P.L. 2021, c.4), that neither the Vendor/Bidder listed above nor any of its parents, subsidiaries, 
or affiliates is listed on the New Jersey Department of the Treasury’s Chapter 25 List of entities determined to be engaged in prohibited activities in Iran.  

OR 

I am unable to certify as above because the Vendor/Bidder and/or one or more of its parents, subsidiaries, or affiliates is listed on the New Jersey Department of 
the Treasury’s Chapter 25 List. I will provide a detailed, accurate and precise description of the activities of the Vendor/Bidder, or one of its parents, 
subsidiaries or affiliates, has engaged in regarding investment activities in Iran by completing the information requested below. 

Entity Engaged in Investment Activities 
Relationship to Vendor/ Bidder 
Description of Activities 

Duration of Engagement 
Anticipated Cessation Date 
*Attach Additional Sheets If Necessary.

CERTIFICATION 
I, the undersigned, certify that I am authorized to execute this certification on behalf of the Vendor, that the foregoing information and any attachments hereto, to the best of my 
knowledge are true and complete. I acknowledge that the State of New Jersey is relying on the information contained herein, and that the Vendor is under a continuing obligation 
from the date of this certification through the completion of any contract(s) with the State to notify the State in writing of any changes to the information contained herein; that I am 
aware that it is a criminal offense to make a false statement or misrepresentation in this certification. If I do so, I may be subject to criminal prosecution under the law, and it will 
constitute a material breach of my contract(s) with the State, permitting the State to declare any contract(s) resulting from this certification void and unenforceable. 

Signature Date 

Print Name and Title 

https://www.state.nj.us/treasury/purchase/pdf/Chapter25List.pdf
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DISCLOSURE OF INVESTIGATIONS AND OTHER ACTIONS INVOLVING THE VENDOR FORM 
STATE OF NEW JERSEY 

DEPARTMENT OF THE TREASURY - POLICE AND FIREMEN'S RETIREMENT SYSTEM OF NEW JERSEY
50 WEST STATE STREET, P.O. BOX 297 TRENTON, NEW JERSEY 08625-0297 

BID SOLICITATION # AND TITLE: 

VENDOR NAME: 

PART 1 
PLEASE LIST ALL OFFICERS/DIRECTORS OF THE VENDOR BELOW. 

NAME 
TITLE 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

NAME 
TITLE 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

NAME 
TITLE 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

NAME 
TITLE 
ADDRESS 
ADDRESS 
CITY STATE ZIP 

*Attach Additional Sheets If Necessary.
PART 2 

PLEASE REFER TO THE PERSONS LISTED ABOVE AND/OR THE PERSONS AND/OR ENTITIES LISTED ON THE 
OWNERSHIP DISCLOSURE FORM WHEN ANSWERING THESE QUESTIONS. 

1. Has any person or entity listed on this form or its attachments ever been arrested, charged, indicted, or convicted in a criminal or disorderly persons matter by 
the State of New Jersey (or political subdivision thereof), or by any other state or the U.S. Government?

2. Has any person or entity listed on this form or its attachments ever been suspended, debarred or otherwise declared ineligible by any government agency from
bidding or contracting to provide services, labor, materials or supplies?

3. Are there currently any pending criminal matters or debarment proceedings in which the firm and/or its officers and/or managers are involved?

4. Has any person or entity listed on this form or its attachments been denied any license, permit or similar authorization required to engage in the work applied
for herein, or has any such license, permit or similar authorization been revoked by any agency of federal, state or local government?

5. Has any person or entity listed on this form or its attachments been involved as an adverse party to a public sector client in any civil litigation or administrative
proceeding in the past five (5) years?

PART 3 
DESCRIPTION OF THE INVESTIGATION OR LITIGATION, ETC. 

If you answered “YES” to any of questions 1 - 5 above, you must provide a detailed description of any investigation or litigation, including, but not limited to, administrative 
complaints or other administrative proceedings involving public sector clients during the past five (5) years. The description must include the nature and status of the 
investigation, and for any litigation, the caption and a brief description of the action, the date of inception, current status, and if applicable, the disposition.  

PERSON OR ENTITY NAME  
CONTACT NAME PHONE NUMBER 
CASE CAPTION 
INCEPTION OF THE INVESTIGATION CURRENT STATUS 
SUMMARY OF INVESTIGATION 

*Attach Additional Sheets If Necessary.

CERTIFICATION 
I, the undersigned, certify that I am authorized to execute this certification on behalf of the Vendor, that the foregoing information and any attachments hereto, to the best of my 
knowledge are true and complete. I acknowledge that the State of New Jersey is relying on the information contained herein, and that the Vendor is under a continuing obligation 
from the date of this certification through the completion of any contract(s) with the State to notify the State in writing of any changes to the information contained herein; that I am 
aware that it is a criminal offense to make a false statement or misrepresentation in this certification. If I do so, I may be subject to criminal prosecution under the law, and it will 
constitute a material breach of my contract(s) with the State, permitting the State to declare any contract(s) resulting from this certification void and unenforceable. 

Signature Date 

Print Name and Title 

IF ANY OF THE ANSWERS TO QUESTIONS 1-5 ARE “YES”, PLEASE PROVIDE THE REQUESTED INFORMATION IN PART 3.  
IF ALL OF THE ANSWERS TO QUESTIONS 1-5 ARE “NO”, NO FURTHER ACTION IS NEEDED; PLEASE SIGN AND DATE THE FORM.
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MACBRIDE PRINCIPLES FORM 
STATE OF NEW JERSEY DEPARTMENT OF THE TREASURY 

POLICE AND FIREMEN'S RETIREMENT SYSTEM OF NEW JERSEY 
50 WEST STATE STREET, P.O. BOX 297 TRENTON, NEW JERSEY 08625-0297

BID SOLICITATION # AND TITLE: 

VENDOR NAME: 

Pursuant to New Jersey law, Vendor/Bidder is required to provide a certification in compliance with the MacBride Principles and Northern Ireland Act of 1989. Vendor/
Bidder must complete the certification below by checking one of the two options listed below and signing where indicated.  If the Executive Director finds 
contractors to be in violation of the principles that are the subject of this law, he/she shall take such action as may be appropriate and provided by law, rule or contract, 
including but not limited to, imposing sanctions, seeking compliance, recovering damages, declaring the party in default and seeking debarment or suspension of the 
party.  

I, the undersigned, on behalf the Vendor/Bidder, do hereby certify  

CHECK THE APPROPRIATE BOX 

The Vendor/Bidder has no business operations in Northern Ireland; or 
OR 

The Vendor/Bidder will take lawful steps in good faith to conduct any business operations it has in Northern Ireland in accordance with the MacBride 
principles of nondiscrimination in employment as set forth in section 2 of P.L. 1987, c. 177 (N.J.S.A. 52:18A-89.5) and in conformance with the United 
Kingdom’s Fair Employment (Northern Ireland) Act of 1989, and permit independent monitoring of its compliance with those principles.  

CERTIFICATION 
I, the undersigned, certify that I am authorized to execute this certification on behalf of the Vendor, that the foregoing information and any attachments hereto, to the best of my 
knowledge are true and complete. I acknowledge that the State of New Jersey is relying on the information contained herein, and that the Vendor is under a continuing obligation 
from the date of this certification through the completion of any contract(s) with the State to notify the State in writing of any changes to the information contained herein; that I am 
aware that it is a criminal offense to make a false statement or misrepresentation in this certification. If I do so, I may be subject to criminal prosecution under the law, and it will 
constitute a material breach of my contract(s) with the State, permitting the State to declare any contract(s) resulting from this certification void and unenforceable. 

Signature Date 

Print Name and Title 
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SOURCE DISCLOSURE FORM 
STATE OF NEW JERSEY DEPARTMENT OF THE TREASURY 

POLICE AND FIREMEN'S RETIREMENT SYSTEM OF NEW JERSEY 
50 WEST STATE STREET, P.O. BOX 297 TRENTON, NEW JERSEY 08625-0297

BID SOLICITATION # AND TITLE: 

VENDOR NAME: 

The Vendor/Bidder submits this Form in response to a Bid Solicitation issued by the Police and Firemens Retirement System of New Jersey, in accordance with 
the requirements of N.J.S.A. 52:34-13.2. 

PART 1 

All services will be performed by the Contractor and Subcontractors in the United States.  Skip Part 2.  

Services will be performed by the Contractor and/or Subcontractors outside of the United States.  Complete Part 2. 

PART 2 

Where services will be performed outside of the United States, please list every country where services will be performed by the Contractor and all Subcontractors.  If any 
of the services cannot be performed within the United States, the Contractor shall state, with specificity, the reasons why the services cannot be performed in the United 
States.  The Executive Director of the Police and Firemens Retirement System of New Jersey will review this justification and if deemed sufficient, the Executive Director 
may seek the Board of Trustees' approval. 

Name of Contractor /  
Sub-contractor 

Performance Location  
by Country 

Description of Service(s) to be Performed Outside of 
the United States * 

Reason Why the Service(s) Cannot be Performed in 
the United States * 

*Attach additional sheets if necessary to describe which service(s), if any, will be performed outside of the U.S. and the reason(s) why the service(s) cannot 
be performed in the U.S. 

Any changes to the information set forth in this Form during the term of any Contract awarded under the referenced Bid Solicitation or extension thereof shall be 
immediately reported by the Contractor to the Executive Director of the Police and Firemens Retirement System of New Jersey.  If during the term of the Contract, the 
Contractor shifts the location of services outside the United States, without a prior written determination by the Executive Director, the Contractor shall be deemed in 
breach of Contract, and the Contract will be subject to termination for cause pursuant to the Standard Terms and Conditions of the Police and Firemens Retirement 
System of New Jersey.  

CERTIFICATION 
I, the undersigned, certify that I am authorized to execute this certification on behalf of the Vendor, that the foregoing information and any attachments hereto, to the best of my 
knowledge are true and complete. I acknowledge that the State of New Jersey is relying on the information contained herein, and that the Vendor is under a continuing obligation 
from the date of this certification through the completion of any contract(s) with the State to notify the State in writing of any changes to the information contained herein; that I 
am aware that it is a criminal offense to make a false statement or misrepresentation in this certification. If I do so, I may be subject to criminal prosecution under the law, 
and it will constitute a material breach of my contract(s) with the State, permitting the State to declare any contract(s) resulting from this certification void and unenforceable. 

Signature Date 

Print Name and Title 
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CONFIDENTIALITY AND COMMITMENT TO DEFEND 
STATE OF NEW JERSEY 

POLICE AND FIREMEN'S RETIREMENT SYSTEM OF NEW JERSEY 
50 WEST STATE STREET, P.O. BOX 297 TRENTON, NEW JERSEY 08625-0297

New Jersey Is an Equal Opportunity Employer • Printed on Recycled and Recyclable Paper 

BID SOLICITATION # & TITLE: 

The Bid Solicitation advises Bidders (hereinafter “Company”) that the submitted “Quotes can be released to the public pursuant to N.J.A.C. 17:12-1.2(b) and (c), or 
under the New Jersey Open Public Records Act (OPRA), N.J.S.A. 47:1A-1.1 et seq., or the common law right to know.”  In the event that the Division receives a request 
for documents related to above referenced Bid Solicitation, in accordance with its statutory obligations under the New Jersey Open Public Records Act and/or the 
common law right to know, it is the Division’s intent to fulfill the request for records which may include a copy of the Company’s Quote.   

If Company objects to the disclosure of any portions of the Quote, the Company must advise the Division and must attach a detailed statement clearly identifying those 
sections of the Quote that Company claims are exempt from disclosure.  In requesting any exemption, Company must identify the specific statutory or other legal 
justification for each requested exemption and the factual basis that supports said exemption.  In addition, if Company requests any exemption to disclosure of the Quote 
based upon claims of confidential/proprietary information and trade secrets (setting forth the nature of the formula, process, pattern, device or compilation), in accordance 
with Ingersoll-Rand Co. v. Ciavatta, 110 N.J. 609 (1988), Company must also indicate the following with respect to the requested exemption: 

(1) the extent to which the information is known outside the owner’s business;
(2) the extent to which it is known by employees and others involved with your business;
(3) the extent of the measures taken by your firm to guard the secrecy of the information;
(4) the value of the information to your firm and your competitors;
(5) the amount of effort or money expended by your firm in developing the information; and
(6) the ease or difficulty with which the information could be properly acquired or duplicated by others.

Further, if the Quote includes any copyright notices, within five business days, the Division will be permitted to release a copy of the Quote document(s) unless Company 
serves the Division with an order from a court of competent jurisdiction precluding such release. 

The State reserves the right to make the final determination as to what is and is not subject to public disclosure under OPRA and/or the common law right to know, 
and will advise the Company accordingly.  Please note that the State will not honor any claim of confidential, proprietary, trade secret, and/or copyright material that 
is not supported by a specific statutory or legal justification provided by the Company.  The State will not honor any attempts by the Company to designate the entire 
Quote as proprietary, confidential and/or to claim copyright protection for its entire Quote. 

Accordingly, in order to assist the Division with the fulfillment of potential document requests, please select one of the following: 

The Company’s Quote does not include any confidential, proprietary and/or trade secrets; and therefore, the Company does not request any 
redactions be made prior to the release of the documents. 
     OR 
The Company’s Quote does include confidential, proprietary and/or trade secrets; and therefore, the Company requests that certain portions of 
the Quote be redacted prior to the release of the documents.   

The requested redactions are set forth in the attached statement which specifically identifies the portions of the Quote by section, page number, 
paragraph and or line; and identifies the specific statutory or other legal reason for each requested exemption. 

In the event of any challenge to the Company’s assertion of confidential/proprietary information, the Company shall be solely responsible for defending its designation. 
Company agrees that it shall defend and cooperate in the defense of an action against the State of New Jersey arising from or related to the non-disclosure, due to 
the Company’s request, of documents submitted to the State of New Jersey, and relating to a Quote submitted by the Company in response to the above referenced 
Bid Solicitation, which was the subject of a request for government records under the New Jersey Open Public Records Act, N.J.S.A. 47:1A-1 et seq. (“OPRA”), or 
the common law right to know.  The Company further agrees to indemnify and hold harmless the State against any judgments, costs, or attorneys’ fees assessed 
against the State in connection with any action arising from, or related to, the non-disclosure, due to the Company’s request, of documents submitted to the State, 
which are the subject of a request for government records under OPRA. 

The Company makes the forgoing agreement with the understanding that the State may immediately disclose any documents withheld without further notice if the 
Company ceases to cooperate in the defense of an action against the State arising from or related to the above described non-disclosure due to the Company’s request, 
and will disclose such documents withheld if so ordered by a court of competent jurisdiction. 

The undersigned certifies that s/he is duly authorized to make this commitment on behalf of the Company. 

Company Name 

Signature Date 

Print Name and Title 

Page 1 of 2



New Jersey Is an Equal Opportunity Employer • Printed on Recycled and Recyclable Paper 

DESCRIPTION OF VENDOR REQUESTED QUOTE REDACTIONS* 

Quote Section, Form or 
Document Page Number Paragraph 

and/or line Description of item to be redacted Statutory or other legal reason for each 
requested exemption 

* Home address and/or unlisted telephone/cell phone numbers must be listed on this form if they are to be redacted.

Page 2 of 2
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SUBCONTRACTOR UTILIZATION FORM 
STATE OF NEW JERSEY 

POLICE AND FIREMEN'S RETIREMENT SYSTEM OF NEW JERSEY 
50 WEST STATE STREET, P.O. BOX 297 TRENTON, NEW JERSEY 08625-0297

BID SOLICITATION # AND TITLE: 

VENDOR NAME: 

List All Businesses To Be Used As Subcontractors.  Attach Additional Sheets If Necessary.  
 If the Bid Solicitation has subcontracting set-aside goals, and the Vendor has not achieved the goals, 

Vendor must attach information documenting its good faith effort to achieve the goals. 

SUBCONTRACTOR’S NAME: 
ADDRESS: 

PHONE NUMBER: FEIN: 
EMAIL: 
ESTIMATED VALUE OF WORK TO BE SUBCONTRACTED: 
DESCRIPTION OF WORK TO 
BE SUBCONTRACTED: 

 

IS THE SUBCONTRACTOR IS A SMALL BUSINESS? 

IF YES, SMALL BUSINESS CATEGORY: 

IS THE SUBCONTRACTOR IS A DISABLED VETERAN-OWNED BUSINESS? 

SUBCONTRACTOR’S NAME: 
ADDRESS: 

PHONE NUMBER: FEIN: 
EMAIL: 
ESTIMATED VALUE OF WORK TO BE SUBCONTRACTED: 
DESCRIPTION OF WORK TO 
BE SUBCONTRACTED: 

 

IS THE SUBCONTRACTOR IS A SMALL BUSINESS? 
IF YES, SMALL BUSINESS CATEGORY: 

IS THE SUBCONTRACTOR IS A DISABLED VETERAN-OWNED BUSINESS? 

SUBCONTRACTOR’S NAME: 
ADDRESS: 

PHONE NUMBER: FEIN: 
EMAIL: 
ESTIMATED VALUE OF WORK TO BE SUBCONTRACTED: 
DESCRIPTION OF WORK TO 
BE SUBCONTRACTED: 

 

IS THE SUBCONTRACTOR IS A SMALL BUSINESS? 

IF YES, SMALL BUSINESS CATEGORY: 

IS THE SUBCONTRACTOR IS A DISABLED VETERAN-OWNED BUSINESS? 
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STATE OF NEW JERSEY DEPARTMENT OF THE 
TREASURY
POLICE AND FIREMEN'S RETIREMENT SYSTEM OF 
NEW JERSEY
50 WEST STATE STREET, P.O. BOX 297 TRENTON, NEW 
JERSEY 08625-0297 

DPP Rev. 7.10.17 Page 1 of 1 

CERTIFICATION 

I, the undersigned, certify that I am authorized to execute this certification on behalf of the Vendor/Bidder, that the foregoing 
information and any attachments hereto, to the best of my knowledge are true and complete. I acknowledge that the State of New 
Jersey is relying on the information contained herein, and that the Vendor/Bidder is under a continuing obligation from the date of 
this certification through the completion of any contract(s) with the State to notify the State in writing of any changes to the 
information contained herein; that I am aware that it is a criminal offense to make a false statement or misrepresentation in this 
certification. If I do so, I will be subject to criminal prosecution under the law, and it will constitute a material breach of my 
agreement(s) with the State, permitting the State to declare any contract(s) resulting from this certification void and unenforceable. 

Signature Date 

Print Name and Title 

VENDOR/BIDDER CERTIFICATION AND POLITICAL CONTRIBUTION DISCLOSURE FORM 
PUBLIC LAW 2005, CHAPTER 271 

CONTRACT #: VENDOR/BIDDER: 

At least ten (10) days prior to entering into the above-referenced Contract, the Vendor/Bidder must complete this Certification and 
Political Contribution Disclosure Form in accordance with the directions below and submit it to the State contact for the referenced 
Contract. 

NOTE that the disclosure requirements under Public Law 2005, Chapter 271 are separate and different from the disclosure 
requirements under Public Law 2005, Chapter 51 (formerly Executive Order 134). Although no Vendor/Bidder will be precluded 
from entering into a contract by any information submitted on this form, a Vendor’s/Bidder’s failure to fully, accurately and 
truthfully complete this form and submit it to the appropriate State agency may result in the imposition of fines by the New Jersey 
Election Law Enforcement Commission. 

DISCLOSURE 
The following is the required Vendor/Bidder Disclosure of all Reportable Contributions made in the twelve (12) months prior to 
and including the date of signing of this Certification and Disclosure to: (i) any State, county, or municipal committee of a political 
party, legislative leadership committee, candidate committee of a candidate for, or holder of, a State elective office, or (ii) any entity 
that is also defined as a “continuing political committee” under N.J.S.A. 19:44A-3(n) and N.J.A.C. 19:25-1. 

The Vendor/Bidder is required to disclose Reportable Contributions by: the Vendor/Bidder itself; all persons or other business 
entities owning or controlling more than 10% of the profits of the Vendor/Bidder or more than 10% of the stock of the 
Vendor/Bidder, if the Vendor/Bidder is a corporation for profit; a spouse or child living with a natural person that is a 
Vendor/Bidder; all of the principals, partners, officers or directors of the Vendor/Contractor and all of their spouses; any subsidiaries 
directly or indirectly controlled by the Vendor/Bidder; and any political organization organized under section 527 of the Internal 
Revenue Code that is directly or indirectly controlled by the Vendor/Bidder, other than a candidate committee, election fund, or 
political party committee. 

“Reportable Contributions” are those contributions that are required to be reported by the recipient under the “New Jersey Campaign 
Contributions and Expenditures Reporting Act,” P.L. 1973, c.83 (C.19:44A-1 et seq.), and implementing regulations set forth at 
N.J.A.C. 19:25-10.1 et seq. As of January 1, 2005, contributions in excess of $300 during a reporting period are deemed 
“reportable.” 

Name and Address of Committee to which a Reportable 
Contribution was made 

Date of 
Reportable 
Contribution 

Amount of 
Reportable 
Contribution 

Contributor’s 
Name 

Indicate “NONE” if no Reportable Contribution was made. 
$ 
$ 
$ 
$ 

Attach additional sheets if necessary 
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ATTACHMENT A12



Certification of Non-Involvement in Prohibited Activities 
 
 
Contract Title: ____________________  
Vendor Name: ____________________  
 
 
I, the undersigned, certify on behalf of the above-identified Vendor1 (see definition below), that I have 
reviewed the Consolidated Sanctions List promulgated by the U.S. Department of the Treasury Office of 
Foreign Assets Control, and having done so certify: 
 

A. That the Vendor is not identified on the U.S. Department of the Treasury Office of Foreign Assets 
Control’s Consolidated Sanctions List. 

 
B. That I am unable to certify as to “A” above because the Vendor is identified on the U.S. Department 

of the Treasury Office of Foreign Assets Control’s Consolidated Sanctions List. 
 

C. That I am unable to certify as to “A” above, because the Vendor, though not identified on the U.S. 
Department of the Treasury Office of Foreign Assets Control’s Consolidated Sanctions List is 
engaged in activities prohibited by 117 P.L. 110, 136 Stat. 1159.  
Description of prohibited activity (Attach additional sheets if necessary): 

 
 
 
 
 

 
 
 By:  _______________________                              ________________ 
                        (signature)                                                           (date) 
 
         _______________________ 
                          (title) 
 
 
 
 
 

                                                      
1 Vendor means: (1) a natural person, corporation, company, limited partnership, limited liability company, business 
association, sole proprietorship, joint venture, partnership, society, trust, or any other nongovernmental entity, 
organization, or group; (2) any government entity or instrumentality of a government, including a multilateral 
development institution, as defined in Section 1701(c)(3) of the International Financial Institutions Act, 22 U.S.C. 
262r(c)(3); or (3) any parent, successor, subunit, direct or indirect subsidiary or entity under common ownership or 
control with, any entity described in paragraph (1) or (2); that enters into a contract with the PFRSNJ for the 
provision of goods and/or services. 

https://plus.lexis.com/api/document/collection/statutes-legislation/id/659G-RWF3-CGX8-027X-00000-00?cite=117%20P.L.%20110%2C%20136%20Stat.%201159&context=1530671
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PFRSNJ ELECTION TIMELINE 
Fire Position Commencing February 2023 

March 25, 2022 Electronic Notice Sent to PFRS employers. 

March 25 – May 20, 2022 Members write to the PFRSNJ staff 
requesting to be candidates and to request 
nominating instructions. 

June 24, 2022 Vendor closes the nominations website and 
stops accepting nominations from candidates. 

June 27 – July 1, 2022 Vendor verifies petition information and 
determines those who qualify for election. 

July 5, 2022 Notify winners and losers of nomination.  
Sole winners are automatically elected. 

IF MORE THAN ONE CANDIDATE QUALIFIES AND AN ELECTION IS NECESSARY 

July 15, 2022 Candidate names selected for position on ballot. 
Final information emailed to vendor. 

August 15, 2022 Sample ballot and envelope submitted by 
vendor to the PFRSNJ staff. 

August 22, 2022 PFRSNJ staff approves final ballot. 

August 29 – September 2, 2022 Vendor prints election packets & prepares for 
mailing to locations. 

On or about September 12, 2022  Vendor mails all ballots to employers. 

September 12 – November 10, 2022 Completed ballots returned to the vendor 
(voting ends). 

November 14 - 16, 2022 Ballots counted. 

November 18, 2022  Vendor completes final tabulation. 

November 21, 2022  Vendor submits official results to the 
PFRSNJ Board Secretary.  

December 12, 2022 PFRSNJ Board of Trustees certifies official results 
at its December meeting. 

February 1, 2023 Fire elected position term begins. 

ATTACHMENT B
SAMPLE PFRSNJ ELECTION TIMELINE
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